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Figure 5-12: LEACH Lifetime per Cluster Head count, Sink at Bottom, Random Distribution of Nodes

5.4.2 Number of Cluster Heads per Round
Figure 5-13 illustrates the real number of cluster heads elected per round for a given required CH

setting. As described in section 5.3, the cluster head selection process is imperfect and may result
in too few CHs being elected. Therefore, the sensor module was modified to record the number
of CHs assigned by the Sink per round. Figure 5-13 presents the results of the uniformly
distributed nodes with the Sink centered in the unit circle. Each CH line is the average across the

50 test iterations.

Of the 12 test cases, only the 2 CH setting averages out to 2 CH per round consistently. Networks
configured for a single CH are erratic, typically averaging less than one CH per round. With the
original LEACH cluster head selection algorithm for a single CH, nodes have less than 2%
probability of self-electing for the first 30 rounds, and don’t reach a 10% probability until the 90™
round. This forces the LEACH protocol to resort to the secondary CH selection process to

artificially increase the probability of meeting the percent CH selection requirement.

As the percentage of network nodes required to become CHSs increases, a periodic dip in the
number of CHs per round begins to appear. As the number of CHs increase, the number of rounds

per cycle decreases. The periodic dip follows the number of rounds required to complete a cycle
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of the protocol. This dip is explained by two issues in the waveform: reliance on a PRN for self-

election, and a naturally occurring non-integer

Firstly, early in a cycle, the number of eligible nodes is large, therefore the probability of the
required number of nodes self-electing increases. As the network moves forward in time, later in
the cycle, there are fewer eligible nodes; however, the threshold for self-election does not increase
proportionally to the number of nodes remaining. Thus, the probability of meeting the required
number of CHs begins to drop.

The second issue is a result of the uneven quotient in Equation 2. When the number of required
CHs does not divide evenly into the number of nodes, there is a discrepancy between the number
of rounds required to complete a cycle verses the probability of self-election. If a designer chooses

to use a ceiling function on the number of rounds per cycle, R = E] and P does not divide evenly

into 1, then there will always be one round wherein fewer than the required number of CHs are
self-elected. If the implementer chooses to use a floor function, then there will always be at least

one node that does not function as a CH throughout an entire cycle of the waveform.

Figure 5-13: LEACH Cluster Heads per Round, Sink at Center, Uniform Distribution of Nodes

Another major point of interest in the curve is the CH selection failure at low CH counts towards

the end of the network life. When networks are configured for 2 to 8 CHs per round, the waveform
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Figure 5-15: LEACH Cluster Heads per Round, Sink at Bottom, Uniform Distribution of Nodes
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Figure 5-16: LEACH Cluster Heads per Round, Sink at Bottom, Random Distribution of Nodes

Figure 5-15 and Figure 5-16 illustrate the effects of the Sink position for the same Uniform and
Random distributions. Comparing Figure 5-15 to Figure 5-13, it is apparent that the Sink’s
position has little impact on the function of the network. There are variations in the individual
curves, but nothing significant as to draw a conclusion based on the sink’s position. Similarly,

the same can be said for a comparison between Figure 5-14 and Figure 5-16.
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Sink. If the power required to reach the Next-Hop node is less than the power required to reach

the Sink, then the node transmits its data to the Next-Hop node.

Data Exchange occurs over a predefined time-period based on Power Collection timeout. Equation
15 expresses the calculations used to define the Data Exchange time-period. As before, the Data
Exchange phase relies on a pseudo-TDMA channel access. The number of TDMA slots is based
on the number of nodes multiplied by a constant K to provide for extra rounds for the reduction of
collisions. For implementation purposes, K is set to 1.25 for 25% more slots. The time-period is

the length of a slot multiplied by the number of slots.

However, the number of slots is multiplied by the same multiplier M used in the Power Collection
time-out. Nodes do not need to transmit more than one Data Frame; rather the M multiplier allows
for enough extra time for the Next-Hop nodes to transmit aggregated data. Unlike the Power
Collection phase, the M multiplier defaults to 2 when the number of nodes is less than 53 nodes in
the network. Without the minimum value, there may not be enough slots for the forwarders to

negotiate the transmission of Forward Frames.

If a node elects itself as a forwarder, the node holds off transmitting data until later in the Data
Exchange phase. Nodes back off to collect and aggregate Data Frames from other nodes, and
sending the aggregated frame once reducing the total number of transmissions in the round. Non-
forwarding nodes attempt to transmit their Data Frames earlier to allow for data aggregation by

forwarding nodes.

Texcn = [Tspor X M X N X k] (A)
Texcul|] .
Sr~U|o, [—TSLOT” : SpeZ (B)

Equation 15- Data Exchange Time-Period

Again, looking at Equation 15, nodes subdivide Equation 15(A) into two sub-phases. The TexcH
time is separated into a 75% time-period and a 25% time-period. The first 75% of the period is
allotted for nodes to transmit their data to a Next-Hop address or directly to the Sink. The last
25% of the period is allotted for Next-Hop nodes to transmit aggregated data to the Sink.
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Figure 7-5: BATSEN vs LEACH, Cluster Heads per Round, Sink at Center of Unit Circle

BATSEN does not support the CH concept. Rather, node’s vote on desirable Routers, or
Forwarders as the protocol operates at Layer 2 of the OSI model. For testing purposes, the
BATSEN MAC used the SensorHelper CH callback method to track the number of elected
Forwarders for a given round. Figure 7-5 and Figure 7-6 present the resulting CHs per Rounds

curves for both protocols based on Sink location.

BATSEN attempts to restrict the number of forwarders to 5% of the nodes in the network. Since
election is a cooperative and decentralized effort, there is no guarantee that any two nodes derive
the same Next-Best Hop list. This is evident in that BATSEN produces upwards of 12 Forwarding
Nodes per round when the Sink is at the center of the circle, and around 7 Forwarding Nodes when

the Sink is on the circumference.

Looking closer at Figure 7-5, BATSEN experiences a dip in the average number of Forwarders
between round 100 and 150. This is due to nodes re-electing the same peer nodes excessively to
the point of severe power reduction. The nodes commonly elected as forwarders do not fail at this
point, rather other nodes detect the reduced power capacity and the election criteria forces all nodes
to elect new forwarders.

At approximately round 200, all nodes are experiencing heavy power drainage. Only a few nodes,

typically further away from the Sink, have the capacity to function as a Forwarder. Nodes further
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Figure 7-7 and Figure 7-8 support the findings of Figure 7-5 and Figure 7-6, illustrating the average
number of DC nodes per round. LEACH allows nodes to resort to DC operation when they are
unable to join a cluster during the Schedule phase. BATSEN is much more liberal in that nodes
vote on their most desirable Forwarder; but after the election process is complete, if their own
power level required to reach the Sink is less than or equal to the power level required to reach the

Forwarder, they switch to a DC operation.

Starting with Figure 7-7, the LEACH protocol experiences approximately 4% DC nodes, except
during the end of a cycle. Recalling the cyclic drop in active CHs (Figure 5-13 through Figure
5-16), the LEACH protocol fails to consistently select the required number of CHs at the end of
each cycle. If there are not enough CHs to support the network, then nodes are forced to resort to
the DC mode to get their information to the Sink. This is seen by the periodic spike in DC nodes
for the LEACH curves.

BATSEN, being more liberal with the use of DC nodes, experiences approximately 20% to 35%
of the nodes acting in the DC mode of operation. The Random distribution experiences a higher
level of DC activity in that nodes are more likely to be clustered physically. With the Sink at the
center of the unit circle, clumps of nodes located close to the Sink do not need to rely on a
Forwarder. With uniform distribution, the clustering of nodes is reduced, thus more nodes exist
further away from the Sink and must rely on Forwarders to reduce their power expenditure.

DC Nodes per Round with Sink at Center of Circle

. — BATSEN (random)
—— BATSEN (uniform)
—— LEACH (random)

sl —— LEACH (uniform)

B

Direct Connections (#)
N
b

T 0 l
JWJW’ \'\ | | |

- Round (#) "

Figure 7-7: BATSEN vs LEACH, Direct Connect Nodes per Round, Sink at Center
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With respect to Figure 7-5, Figure 7-7 shows the rapid increase in DC nodes around round 200.
This correlates to the rapid drop in Forwarders around round 200. As the network shifts to nodes
further away from the Sink to operate as Forwarders, nodes closer to the Sink will save power by
selecting to send their data directly to the Sink. Only other nodes of a similar distance to the Sink

would save power by sending their data to a forwarder.

Figure 7-8 presents similar information with respect to Figure 7-6. Again, the DC node count for
LEACH is cyclic and experiences approximately the same level of DCs per round as the Sink at
the center scenario. BATSEN, however, experiences a 50% reduction in DC nodes with respect
to the Sink at the center scenario. With the Sink on the periphery of the test area, only 10% to
13% of the nodes typically operate in the DC mode.

Another difference between the Sink location scenarios is the fact that BATSEN DC nodes
increase when the network is deployed using the Uniform distribution model. With the Sink
located to one side of the test area, and Random distribution allows for physical clustering of
nodes, distant nodes are more likely to have more nodes to choose from to elect as forwarders. It

is not a significant difference, but it is noticeable.

Figure 7-8 also compliments Figure 7-6 in that the FND event is evident through the rapid increase
in DC node near round 125 for Uniform distribution and round 140 for the Random distribution.
At these moments, the first node to die was used excessively as a Forwarder. The nodes that relied
on the first node to die switch over to DC operations until a new node’s score is significantly high

enough to draw DC nodes back to relaying operations.

Just as in Figure 7-7, when the closest nodes die, medium range nodes tend to switch to DC
operations, if not elected Forwarders, as seen by the spike in DC nodes around round 250. Only
maximum distance nodes elect Forwarders, as was evident in the drop in Forwarders in Figure 7-6.
Power savings is minimized at this point, but still allows for the network to function for the optimal
940 rounds.
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Figure 7-8: BATSEN vs LEACH, Direct Connect Nodes per Round, Sink at Bottom

Figure 7-9 illustrates the actual data throughput of the networks for both protocols across the four
scenarios. LEACH is consistent at the 37 packets/second. BATSEN varies over time based on its
reliance on CSMA/CA to delivery data to the Sink. LEACH uses TDMA which occurs at the latter
half of the round’s cycle. Regardless of the location of the TDMA period within the protocol, the

data rate is guaranteed, and only fluctuates when nodes resort to DC operations.
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Figure 7-9: BATSEN vs LEACH, Packet Rate per Round

BATSEN uses CSMA/CA for all communications. To improve the probability of reception, nodes

attempt to randomly select hybrid-TDMA slots rather than selecting a pure random time within a
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phase’s time-period. However, there is still significant loss. The graph shows BATSEN providing
throughput ranging from 23 to 26 packets/second. When the network requires RX Power frame
exchanges, a round takes 5.1seconds. For 100 nodes, the maximum throughput is 19.5
packets/second. This packet rate is seen early on in the network, but rapidly increases after the

network stabilizes.

Once bi-directional relationships are established, the round is reduced to 2.985 seconds. For 100
nodes, the maximum data rate is calculated as 33.5 packets/second. At 25 packet/second,
BATSEN consistently suffers a 25% loss in data. Worse yet, the position of the Sink impacts the
throughput of the network. When the FND event occurs, there is a drop-in throughput to
approximately 17 packets/second, which only slightly recovers after the network selects new
Forwarders. This may be caused by the incomplete implementation of the neighbor presence
vector. Without detecting the loss of a neighbor, some nodes will continue to incorrectly elect a

dead neighbor as a forwarder.
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8 Conclusion
8.1 Key Contributions of this Work
This work provides both practical benefits for future experimental protocol testing and broadens

the area of research methodologies in wireless protocol design.

The purpose of this research was to fuse technology from one field of wireless networking into
another, in an attempt to discover new power savings techniques. In the process of conducting the
research, a generic framework for simulating wireless sensor network protocols was developed.
This framework provides an APl for future protocol implementations and the necessary

interconnections with other adjacent layers to support high-fidelity simulations.

During the research phase of the project, it was discovered that much of the contemporary research
relied on simulation techniques focused on one level of the OSI model. Researchers either
designed to a single level or relied on test environments incapable of incorporating high-fidelity
simulations of the adjoining OSI layers. Theoretical models may provide optimal results for the

module under test but fail to perform under system level test environments.

This paper broadens the area of research methodologies for waveform design by following a more
holistic approach. Rather than immediately developing mathematical models, this project
identified the design assumptions of contemporary works at each level of the OSI model. The
validity of the assumptions was checked and scrutinized. The results of the research were used to
drive design decisions in conjunction with mathematical modeling. Using this systemic approach
to waveform development ensured that each layer operated sympathetically to produce an optimal
system rather than an optimal algorithm.

8.2 Summary of Findings
This research sought to develop a new wireless sensor network routing protocol, based on the

BATMAN protocol, in an attempt to improve power consumption over the traditionally accepted
theoretical protocols. Power optimization of channel access and data exchanges in wireless sensor
networks is paramount. Power is a premium in wireless sensors, particularly in the age of constant

evolving cyber-attacks. Sensors must perform their primary function, sensing and reporting their
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environment; but now must provide Information Assurance features to protect their data and the

stability of the network.

BATSEN and LEACH, combined with an 802.15.4 PHY, have nearly identical round lengths,
BATSEN being only 10% longer than LEACH. It is clear from the experimentation, that a realistic
implementation of LEACH suffers from a longer setup-phase causing unnecessary power loss.
LEACH requires the extended setup-phase operations to support network synchronization,
guarantee cluster membership, stabilize CH selections, and mitigate intra-cluster channel access
issues. Moreover, the additional overhead required at the MAC layer to support a functional DSSS

PHY goes unchecked without the proper support at the PHY layer.

This thesis has demonstrated that one cannot relegate the mathematical advantage of consolidating
traffic in an effort to reduce power consumption. This thesis has also shown that a holistic
approach to system design invalidates protocols that do not account for system level interactions.
This is evident in the number of variations on the LEACH algorithm, each asserting their own

assumptions to make up for one or more failures in the base algorithm.

BATSEN, using CSMA/CA for all communications, provided a 197% longer steady-state
operation over LEACH while reducing the setup-phase operations by 56%, allowing for
dramatically increased network lifetime over LEACH. The development of BATSEN used a more
holistic and empirical approach to the design, using the mathematical models as a goal where

practical. This resulted in superior power performance at the cost of data throughput.

BATSEN is based on decentralized layer 3 routing combined with a node-based voting mechanism
to perform a simplistic swarming algorithm for Forwarder selection. The OGM message
processing and FSM allow for Late Net Entries, which alleviates many of the a priori requirements
of traditional sensor network protocols. Moreover, BATSEN is not tied to dedicated data
transmission paths. BATSEN allows nodes to determine the Next Best Hop, even if the next hop

is a direct path to the Sink, allowing for more efficient use of minimum transmit energy techniques.

110
Nelson Henry Powell 111



BATSEN is not without its issues, however. Though it does not noticeably affect overall network
lifetime, the Sink’s position within the network topology greatly impacts the First Node Death
event timing. This is a side effect of not incorporating the node presence or history bit-vector into
the Best Next Hop scoring algorithm. This was seen in debug as many nodes continued to select

a dead node as the Best Next Hop.

Besides detection of dead nodes, the Best Net Hop scoring algorithm should account for frequency
of Forwarder selection. Again, when the Sink is positioned on the periphery of the network, nodes
closer to the Sink tend to die faster. Detecting high frequency Forwarders would allow nodes to
reduce their heavy reliance on a subset of nodes. This should spread the power dissipation better
than the current scoring system and help avoid killing nodes in close proximity to the Sink too

soon.

BATSEN also suffers the reduced data throughput rates traditionally experienced with CSMA/CA
based channel access protocols. LEACH provides a guaranteed data rate based on the length of
the round and the number of nodes in the network through the use of TDMA. BATSEN may be
able to leverage the use of spread-spectrum technologies or fine grained transmit power level

control to reduce the probability of collision, thus increasing the packet throughput rate.

Overall, BATSEN provides a new path of exploration in the realm of Wireless Sensor Networks.
Having a flexible, efficient, and realistic waveform based on sound design principles presents the
industry with new opportunities in secure wireless communications. Providing more residual
power and network management opportunity to a designer will allow for testing various

methodologies to secure channel access and data transfers for future WSNs.

8.3 Future Work
There are many tests and protocol modifications that may be implemented to improve the analysis

of BATSEN against LEACH, as well as other Sensor Network Protocols.

Having a pre-built 802.15.4 PHY allowed for rapid development of both the LEACH and

BATSEN protocols, but some fidelity loss was traded to test base functionality. For future
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development and testing, the Ir-wpan model should incorporate an accurate DSSS model to
perform and detect real signal levels during TDMA slots. The current simulation relied on separate

channels with no co-site interference, which relegates the effects of multiple transmitters.

The energy dissipation model may also be too generic. It would be interesting to acquire a real
sensor and measure the power dissipation and determine the transmit power level precision. All
future research would benefit from updating the SensorMac base class’ energy models and allow

test results to prove more realistic results based on actual hardware.

The Ir-wpan PHY implementation supports both Energy Detection (ED) and Clear Channel
Assessment (CCA) for the Collision Avoidance operations. The current state of the SensorMac
only provides the CCA functionality, which forces a node to look for signals used by the MAC. If
interference is to be modeled, non-MAC based signals must be included, but would not be detected
by the CCA module. Therefore, MACs would need to include support for both ED and CCA
operations during the CSMA/CA based states.

In terms of the current test scenarios, additional test parameters may be needed to fully illuminate
the differences between BATSEN and LEACH. One might query the mobility information
attached to each node to determine the maximum, average, and standard deviation of node-to-
forwarder distances. This would confirm the theory that in-network processing would allow

protocols to disregard co-located sensor data.

Distance testing should also be coupled with the creation of a Sensor Application. NS-3 provides
standard APIs for higher layers to send and receive data to and from lower layers. The SensorMac
class conforms to these APIs to allow for future expansion of the sensor test suite. Studying the
behavior and modeling a real sensor would allow for real data transference rather than tracked
sequence number frames. This would allow for a true test of the in-network processing proposed

by Heinzelman [7].

The LEACH protocol developed for this thesis could use improvements in various portions of the

waveform. The current approach to CH assignment added an additional state in the FSM, thus
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extending the round length and reducing the protocol’s performance. A better algorithm for CH
self-election needs to be developed to ensure that the desired CH count is achieved every round.

Moreover, a method is needed to ensure that CHs are not co-located.

The LEACH cluster membership process allows for too many Direct Connection nodes. If a
method could be developed to ensure equal distribution of members across all clusters, the power
dissipation should likewise be distributed more evenly. It should be noted that reducing collisions
during the cluster membership establishment may require an increased Setup Phase, thus reducing
the power efficiency of the network. In all, this enhancement needs to be evaluated based on
protocol deployment requirements versus power efficiency. It is by no means a simple

modification.

BATSEN likewise has many improvements that could be implemented for future research efforts.
For starters, the scoring algorithm could be improved by accounting for the frequency of peers
getting elected as Forwarders and comparing SINR of Forwarders to ensure elected nodes do their
best to avoid co-location.

Though the BATSEN protocol implemented a bit-vector tracking system for neighbor presence,
the presence vector was not incorporated in the scoring algorithm which allowed nodes to
continually pick dead nodes, as their power levels are never updated post mortem. The presence
bit-vector needs to be connected to the scoring algorithm to determine if the network lifetime is
extended and the level of Direct Connection nodes is reduced toward the end of the network

lifetime.

BATSEN relied on a number of constants in its various state timeout algorithms. These constants
should be varied and tested for optimal performance. It is unclear as to how much the different
timeouts affect the network. Curves should be run against the protocol to determine which constant
should change, and under what conditions the changes provide enhancement or degradation of

network performance.
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Beyond the testing of protocols as they are, BATSEN should be expanded to fully support Late
Net Entry and Multi-Hop test scenarios. There are other variants of LEACH that can be
implemented to compare against the features inherent to BATSEN. The LEACH protocol, as
implemented, does not support either feature, thus other protocols or LEACH variations must be

implemented.

Besides comparisons to other protocols, BATSEN needs security mechanisms. The base protocol
provides for an optimized power utilization and the coveted Late Net Entry operation; but it does
not include any primitives for security in the network. Wireless Sensor Networks need protective
measures similar to Enterprise networks: Authentication, Authorization, Confidentiality, Integrity,

and Availability, and Non-Repudiation.

Future work should include modifications to the existing BATSEN frame formats and messaging
procedures to incorporate various protection technologies. Technologies include, but are not

limited to: encryption, secure hashing, digital certificates, key rotation, and pseudo AAA services.
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