


Figure 5.11: Convergence - Depth - Base Case - FILES Variance

Figure 5.12: Convergence - Depth - Base Case - DB01 Variance
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Figure 5.15: Convergence - Breadth - Base Case - Computational Savings

exceeding this threshold, the confidence intervals start increasing in size.
The variance patterns seen when running a static number of trials for depth-based move-
ment are similar to those seen when running the convergence method. These figures are

shown in Appendix

5.3.4 Estimate Quality - Breadth

Figures [5.24] - shows the likelihood confidence intervals for breadth-based movement
when running a static number of trials. Like with depth-based movement, the confidence
interval for STORAGE becomes tighter as the degree of amplification increase. By con-
trast, the confidence intervals for FILES, DB01, and DB02 decrease as the degree of am-
plification approaches 1.5x. After exceeding this threshold, the confidence intervals start
increasing in size.

The variance patterns seen when running a static number of trials for breadth-based
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movement are similar to those seen when running the convergence method. These figures

are shown in Appendix

5.4 Reconfiguration Results

Different reconfiguration alternatives are explored and compared against the base case.
Each case is assessed to determine the computational savings and quality of estimates of
IS. The results for computational savings follow the patterns seen for the base case. Figures
are not shown in this section although the data can be found in the Appendix [C]

The comparison between configuration alternatives for depth-based movement can be
seen in Figures[5.28]-[5.31] Comparison between alternatives is derived from data obtained
running a static number of trials. An amplification level of 1.75x was selected for com-
parison purposes. The likelihood of compromising DB02 remained relatively constant for
all configuration alternatives, although the case for Public to Private shows a value that is
slightly higher. A similar trend can be seen for FILES, except that the Public to Private
likelihood value is significantly higher than those for the other configurations. DBO1 mir-
rors the trends seen for DBO2 except for the Modify Connection case, which showed a
slightly higher likelihood. The configuration alternatives had the most profound impact on
the likelihood of compromising STORAGE. Within the scope of STORAGE, the Modify
Connection, New Machine, and Public to Private alternatives all displayed a significant re-
duction in likelihood from the Base Case. Overall, the values for the New Machine and
Public to Private cases did not significantly differ from each other. The Modify Connection
alternative caused the largest decrease in likelihood among all alternatives. By contrast, the
Move Connection case did not significantly differ from the Base Case.

When assessing the configuration alternatives with respect to breadth-based movement,
it can be seen in Figures - that only the Public to Private case differed signifi-
cantly from the Base Case for FILES, DB0O1, and DB02. The Public to Private case caused

the likelihood of compromising these servers to increase dramatically. For STORAGE, the
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Move Connection case was the only configuration alternative that did not differ signifi-
cantly from the Base Case. Modify Connection, New Machine, and Public to Private all
decrease the likelihood of compromising STORAGE, with the New Machine alternative

causing the greatest reduction.

5.5 Discussion

Recall that all events of interest are assessed simultaneously during a single experimental
case. The attacker is allowed to continue moving through the network, even after reaching
a single machine of interest. This methodology has implications that are reflected when
viewing the confidence intervals for the convergence cases. The event that STORAGE
is compromised is the rarest of all events of interest. For both depth and breadth-based
movement, STORAGE’s confidence interval has a halfwidth that remains constant across
all degrees of amplification, which can be seen in Figure and Thus, STORAGE
appears to be the limiting factor when running convergence; the number of required trials
depends on STORAGE. In contrast to STORAGE, the confidence intervals for the FILES,
DBO1, and DBO02 likelihoods widen as the degree of amplification increases. Nonetheless,
these confidence intervals still fall within the pre-specified bounds of quality. The expla-
nation for this behavior may be two-fold. The primary contribution to this result may be
the fact that the number of trials decreases as the degree of amplification increases due to
convergence limitations imposed by STORAGE. A secondary contribution to the widen-
ing of the confidence intervals would be the increase in variance for amplification greater
than 1.5x. The size of the confidence interval halfwidth grows as the number of trials de-
creases and the variance increases since the halfwidth is equal to tg |1 j_ZTg’ according to
Equation (4.19).

When running a static number of trials to determine the quality of the estimate across
differing degrees of amplification, it can be seen that the size of the confidence intervals are

correlated with the variance. The correlation is most profound when looking at the results
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Figure 5.33: Configuration Likelihood Comparison - Breadth - DB0O1

57



Likelihood

Likelihood

DBO2 Likelihood (1.75 x Amplification)

1.60E-02
1.55E-02 -
1.50E-02
1.45E-02
1.40E-02
1.35E-02
1.30E-02
1.25€-02 - = - *
1.20E-02 '
1.15E-02
1.10E-02
Base Case Modify Move New Machine Public to
Connection Connection Private
Config Alternative
+ Average Confidence Interval
Figure 5.34: Configuration Likelihood Comparison - Breadth - DB02
FILES Likelihood (1.75 x Amplification)
4.80E-02
4.60E-02 -
4.40E-02
4.20E-02
4.00E-02
3.80E-02
3.60E-02 » » » M
3.40E-02
Base Case Modify Move New Machine Public to
Connection  Connection Private
Config Alternative
+ Average Confidence Interval

Figure 5.35: Configuration Likelihood Comparison - Breadth - FILES

58



for STORAGE in both the depth and breadth-based cases.

When comparing configuration alternatives, various trade-offs can be seen. In all cases,
the Move Connection case did not provide a meaningful change in the likelihood of the
events of interest. Therefore, a network analyst would avoid this alternative. For depth-
based movement the Modify Connection case resulted in the largest decrease in the like-
lihood of compromising STORAGE. However, compromising DBO1 became more likely.
Due to the nature of the attacker logic, making the connection between PR and FOLDING
unidirectional towards PR would mean that the attacker would treat PR as a dead-end and
begin its back-tracking routine. The closest database server to PR is DBO1. A similar phe-
nomenon can be seen in the Public to Private case when utilizing breadth-based movement.
Making the BASTION server private means that Subnet 4 is not immediately visible to the
attacker, meaning STORAGE is deeper within the network than the other database severs.
Essentially, keeping BASTION publicly-facing seems to draw attacks away from the other
SEervers.

Simply shutting off an option for an attacker seems to have unintended consequences.
However, the Add Machine case may provide insight into this dilemma. The addition of the
second BASTION server beneath the first BASTION server seems to act as a trap. Keep-
ing the first BASTION server draws in the attacker since it is publicly-facing and, thus,
pulls attacks away from the other databases. The second BASTION server then acts as a
secondary barrier that makes obtaining a path to STORAGE more difficult. The results
show that this alternative provides equal, if not better, reductions in the likelihood of com-
promising STORAGE. Overall, the Add Machine option represents the best configuration
alternative due to the lack of unintended negative consequences.

Tables [5.3] and [5.4] show the relative risk reduction when moving from the Base Case
to the selected New Machine alternative. For both depth and breadth-based movement,

STORAGE's risk significantly decreases. However, it should be noted that there is a slight
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increase in the risk of DB02 and FILES for both movement cases. For depth-based move-

ment, the risk of DBO1 slightly decreases, whereas it slightly increases for breadth-based

movement.
Table 5.3: Depth - Risk Reduction
Base Case New Machine
Machine | Impact | Likelihood Risk Likelihood Risk % Change
FILES 6 2.06E-01 1.24E+00 | 2.07E-01 1.24E+00 0.22%
DBO01 9 6.49E-02 5.84E-01 6.46E-02 | 5.82E-01 -0.40%
DBO02 11 3.24E-02 | 3.57E-01 3.26E-02 3.59E-01 0.48%
STORAGE 14 4.63E-03 6.49E-02 | 3.34E-03 4.68E-02 -27.80%
Table 5.4: Breadth - Risk Reduction
Base Case New Machine
Machine | Impact | Likelihood Risk Likelihood Risk % Change
FILES 6 3.60E-02 | 2.16E-01 3.65E-02 | 2.19E-01 1.33%
DBO01 9 2.32E-02 | 2.09E-01 | 2.35E-02 | 2.12E-01 1.39%
DB02 11 1.23E-02 | 1.36E-01 1.25E-02 | 1.37E-01 1.13%
STORAGE 14 3.16E-05 | 4.43E-04 | 1.20E-05 1.69E-04 | -61.92%

Figures [5.28] - [5.35]shows the comparison between configuration alternatives when uti-
lizing IS with a degree of amplification of 1.75x; these comparisons use a static number of
trials. Utilizing standard simulation to generate this comparison results in estimates with
wider confidence intervals. To produce estimates of similar quality as IS, more trials must
be run. Since all events are assessed together, STORAGE becomes the limiting factor. This
means that trials must be run until the confidence interval of STORAGE sufficiently nar-
rows. The number of additional trials required for each experimental case can be seen in
Figures and for depth and bread-based movement, respectively.

For comparison purposes, all reconfiguration cases must be run with the same number
of trials for each attacker movement strategy. Therefore, the maximum number of addi-
tional trials required among all cases is utilized. Figures - show the difference in
confidence intervals when running standard simulation for depth-based parsing.

Likewise, Figures - show the difference in confidence intervals when running
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standard simulation for breadth-based parsing. Zoomed in versions for some of the figures
can be seen in Appendix

When running additional trials for standard simulation, the confidence intervals for the
likelihood estimate narrow. IS can produce these better confidence intervals without need-

ing to run additional trials.
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Chapter 6

Conclusions & Future Work

Assessing the risk of various types of cyber attacks is a core interest to a security analyst.
This thesis has applied a tailored IS methodology in order to compare network configu-
ration alternatives against each other with an analytic framework. In particular, the risk
of data theft was determined on a healthcare-oriented network. The IS methodology was
able to deliver higher quality estimates with greater computational efficiency than could be

derived from standard simulation.

6.1 Future Work

The IS methodology was tested with respect to a single network example and its various
reconfigurations. To be robust, testing with additional networks with diverse configuration
alternatives should be conducted. Additionally, the impact scoring system could be given
its own probability distribution, dependent on the attacker’s actions while moving through
the network. The attacker logic can also be upgraded to be a hybrid between the depth and
breadth-based movement methodologies. Such testing will enable for additional trends to
be established between the likelihood variances and degree of amplification. Said relation-
ship could be used in a small pilot study to determine optimal degrees of amplification as to
acquire the highest quality estimates for all events of interest when running the main study.

Additionally, the simulation can be tailored to store the scenarios that result in an at-

tacker reaching a machine of interest on the network, should such an event be sufficiently
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rare. Since only a few scenarios will cause the event to occur, tracking these scenarios
can provide further insight into choosing configuration alternatives to test. The more in-
formation available to the analyst, the more informed their decisions will be. Nonetheless,
the scope of this thesis has established the benefit of utilizing IS for cyber network risk

assessment.
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Appendix A

Variance Charts
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Figure A.1: Convergence - Breadth - Base Case - FILES Variance
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Appendix B

Standard Simulation Comparison Charts
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Appendix

Raw Data

C

Table C.1: Convergence - Depth - Base Case - Number of Trials

Amplification | Number of Trials
1.00 1.06E+05
1.25 4.97E+04
1.50 2.81E+04
1.75 1.97E+04
2.00 1.74E+04

Table C.2: Convergence - Depth - Base Case - Likelihood & Variance

Machine Amplification | Likelihood | Upper Lower | Variance
1.00 2.06E-01 | 2.09E-01 | 2.04E-01 | 1.64E-01

1.25 2.06E-01 | 2.09E-01 | 2.03E-01 | 1.20E-01

FILES 1.50 2.06E-01 | 2.10E-01 | 2.02E-01 | 1.14E-01
1.75 2.06E-01 | 2.11E-01 | 2.01E-01 | 1.36E-01

2.00 2.05E-01 | 2.12E-01 | 1.98E-01 | 2.09E-01

1.00 6.49E-02 | 6.65E-02 | 6.34E-02 | 6.07E-02

1.25 6.47E-02 | 6.67E-02 | 6.27E-02 | 4.71E-02

DBO1 1.50 6.49E-02 | 6.74E-02 | 6.24E-02 | 4.50E-02
1.75 6.53E-02 | 6.85E-02 | 6.21E-02 | 5.30E-02

2.00 6.48E-02 | 6.90E-02 | 6.05E-02 | 7.73E-02

1.00 3.23E-02 | 3.34E-02 | 3.12E-02 | 3.12E-02

1.25 3.25E-02 | 3.39E-02 | 3.11E-02 | 2.31E-02

DB02 1.50 3.25E-02 | 3.42E-02 | 3.08E-02 | 2.10E-02
1.75 3.23E-02 | 3.44E-02 | 3.02E-02 | 2.27E-02

2.00 3.31E-02 | 3.58E-02 | 3.03E-02 | 3.39E-02

1.00 4.65E-03 | 5.08E-03 | 4.22E-03 | 4.63E-03

1.25 4.65E-03 | 5.08E-03 | 4.22E-03 | 2.29E-03

STORAGE 1.50 4.63E-03 | 5.07E-03 | 4.19E-03 | 1.39E-03
1.75 4.63E-03 | 5.08E-03 | 4.19E-03 | 1.00E-03

2.00 4.66E-03 | 5.10E-03 | 4.22E-03 | 8.30E-04
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Table C.3: Convergence - Depth - Modify Connection - Number of Trials

Amplification | Number of Trials
1.00 2.78E+05
1.25 1.63E+05
1.50 9.98E+04
1.75 6.22E+04
2.00 4.73E+04

Table C.4: Convergence - Depth - Modify Connection - Likelihood & Variance

Machine Amplification | Likelihood | Upper Lower | Variance
1.00 2.06E-01 | 2.08E-01 | 2.04E-01 | 1.64E-01

1.25 2.06E-01 | 2.08E-01 | 2.05E-01 | 1.21E-01

FILES 1.50 2.06E-01 | 2.09E-01 | 2.04E-01 | 1.14E-01
1.75 2.06E-01 | 2.09E-01 | 2.03E-01 | 1.37E-01

2.00 2.07E-01 | 2.11E-01 | 2.03E-01 | 2.10E-01

1.00 7.45E-02 | 7.55E-02 | 7.35E-02 | 6.89E-02

1.25 7.44E-02 | 7.56E-02 | 7.32E-02 | 5.20E-02

DBO1 1.50 7.45E-02 | 7.59E-02 | 7.31E-02 | 4.83E-02
1.75 7.46E-02 | 7.65E-02 | 7.27E-02 | 5.48E-02

2.00 7.45E-02 | 7.71E-02 | 7.20E-02 | 7.85E-02

1.00 3.24E-02 | 3.31E-02 | 3.17E-02 | 3.14E-02

1.25 3.24E-02 | 3.32E-02 | 3.17E-02 | 2.30E-02

DB02 1.50 3.25E-02 | 3.34E-02 | 3.15E-02 | 2.09E-02
1.75 3.25E-02 | 3.38E-02 | 3.13E-02 | 2.32E-02

2.00 3.26E-02 | 3.43E-02 | 3.10E-02 | 3.23E-02

1.00 1.60E-03 1.75E-03 | 1.45E-03 | 1.60E-03

1.25 1.60E-03 1.74E-03 | 1.46E-03 | 7.80E-04

STORAGE 1.50 1.62E-03 1.77E-03 | 1.48E-03 | 4.81E-04
1.75 1.62E-03 1.77E-03 | 1.47E-03 | 3.41E-04

2.00 1.61E-03 1.76E-03 | 1.45E-03 | 2.84E-04

Table C.5: Convergence - Depth - Move Connection - Number of Trials

Amplification | Number of Trials
1.00 1.15E+05
1.25 4.88E+04
1.50 2.87E+04
1.75 2.14E+04
2.00 1.74E+04
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Table C.6: Convergence - Depth - Move Connection - Likelihood & Variance

Machine Amplification | Likelihood | Upper Lower | Variance
1.00 2.08E-01 | 2.10E-01 | 2.05E-01 | 1.64E-01

1.25 2.07E-01 | 2.11E-01 | 2.04E-01 | 1.21E-01

FILES 1.50 2.07E-01 | 2.11E-01 | 2.03E-01 | 1.14E-01
1.75 2.08E-01 | 2.13E-01 | 2.03E-01 | 1.37E-01

2.00 2.07E-01 | 2.14E-01 | 2.01E-01 | 2.06E-01

1.00 6.51E-02 | 6.66E-02 | 6.36E-02 | 6.08E-02

1.25 6.51E-02 | 6.70E-02 | 6.31E-02 | 4.73E-02

DBO1 1.50 6.50E-02 | 6.75E-02 | 6.25E-02 | 4.47E-02
1.75 6.46E-02 | 6.77E-02 | 6.16E-02 | 5.10E-02

2.00 6.43E-02 | 6.85E-02 | 6.02E-02 | 7.80E-02

1.00 3.31E-02 | 3.64E-02 | 2.98E-02 | 3.20E-02

1.25 3.31E-02 | 3.44E-02 | 3.17E-02 | 2.33E-02

DB02 1.50 3.34E-02 | 3.52E-02 | 3.17E-02 | 2.14E-02
1.75 3.34E-02 | 3.55E-02 | 3.13E-02 | 2.35E-02

2.00 3.33E-02 | 3.59E-02 | 3.06E-02 | 3.23E-02

1.00 4.54E-03 | 4.95E-03 | 4.13E-03 | 4.52E-03

1.25 4.51E-03 | 4.93E-03 | 4.08E-03 | 2.24E-03

STORAGE 1.50 4.50E-03 | 4.93E-03 | 4.06E-03 | 1.36E-03
1.75 4.40E-03 | 4.83E-03 | 3.98E-03 | 9.59E-04

2.00 4.48E-03 | 4.91E-03 | 4.06E-03 | 8.05E-04

Table C.7: Convergence - Depth - New Machine - Number of Trials

Amplification | Number of Trials
1.00 1.77E+05
1.25 9.71E+04
1.50 4.20E+04
1.75 2.67E+04
2.00 2.22E+04
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Table C.8: Convergence - Depth - New Machine - Likelihood & Variance

Machine Amplification | Likelihood | Upper Lower | Variance
1.00 2.07E-01 | 2.09E-01 | 2.05E-01 | 1.64E-01

1.25 2.07E-01 | 2.09E-01 | 2.04E-01 | 1.20E-01

FILES 1.50 2.06E-01 | 2.09E-01 | 2.03E-01 | 1.14E-01
1.75 2.07E-01 | 2.11E-01 | 2.02E-01 | 1.38E-01

2.00 2.06E-01 | 2.12E-01 | 2.00E-01 | 2.07E-01

1.00 6.49E-02 | 6.61E-02 | 6.36E-02 | 6.06E-02

1.25 6.47E-02 | 6.63E-02 | 6.32E-02 | 4.71E-02

DBO1 1.50 6.47E-02 | 6.68E-02 | 6.27E-02 | 4.48E-02
1.75 6.46E-02 | 6.74E-02 | 6.19E-02 | 5.20E-02

2.00 6.46E-02 | 6.83E-02 | 6.09E-02 | 7.72E-02

1.00 3.26E-02 | 3.35E-02 | 3.18E-02 | 3.16E-02

1.25 3.28E-02 | 3.38E-02 | 3.17E-02 | 2.31E-02

DB02 1.50 3.27E-02 | 3.41E-02 | 3.13E-02 | 2.10E-02
1.75 3.27E-02 | 3.45E-02 | 3.08E-02 | 2.33E-02

2.00 3.28E-02 | 3.52E-02 | 3.04E-02 | 3.29E-02

1.00 3.27E-03 | 3.55E-03 | 2.99E-03 | 3.26E-03

1.25 3.33E-03 | 3.61E-03 | 3.04E-03 | 1.62E-03

STORAGE 1.50 3.30E-03 | 3.60E-03 | 3.00E-03 | 9.76E-04
1.75 3.30E-03 | 3.62E-03 | 2.99E-03 | 6.99E-04

2.00 3.33E-03 | 3.65E-03 | 3.01E-03 | 5.92E-04

Table C.9: Convergence - Depth - Public to Private - Number of Trials

Amplification | Number of Trials
1.00 1.35E+05
1.25 6.13E+04
1.50 3.67E+04
1.75 2.60E+04
2.00 2.22E+04
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Table C.10: Convergence - Depth - Public to Private - Likelihood & Variance

Machine | Amplification | Likelihood | Upper Lower | Variance
1.00 2.30E-01 | 2.32E-01 | 2.27E-01 | 1.77E-01

1.25 2.30E-01 | 2.33E-01 | 2.27E-01 | 1.30E-01

FILES 1.50 2.30E-01 | 2.34E-01 | 2.27E-01 | 1.25E-01
1.75 2.29E-01 | 2.34E-01 | 2.24E-01 | 1.55E-01

2.00 2.30E-01 | 2.37E-01 | 2.23E-01 | 2.41E-01

1.00 7.28E-02 | 7.42E-02 | 7.14E-02 | 6.75E-02

1.25 7.26E-02 | 7.44E-02 | 7.08E-02 | 5.25E-02

DBO1 1.50 7.23E-02 | 7.47E-02 | 7.00E-02 | 5.02E-02
1.75 7.32E-02 | 7.62E-02 | 7.02E-02 | 5.98E-02

2.00 7.22E-02 | 7.62E-02 | 6.83E-02 | 8.93E-02

1.00 3.60E-02 | 3.70E-02 | 3.50E-02 | 3.47E-02

1.25 3.59E-02 | 3.72E-02 | 3.47E-02 | 2.55E-02

DB02 1.50 3.61E-02 | 3.77E-02 | 3.45E-02 | 2.35E-02
1.75 3.62E-02 | 3.82E-02 | 3.42E-02 | 2.66E-02

2.00 3.61E-02 | 3.86E-02 | 3.36E-02 | 3.60E-02

1.00 3.60E-03 | 3.93E-03 | 3.28E-03 | 3.59E-03

1.25 3.56E-03 | 3.89E-03 | 3.22E-03 | 1.75E-03

STORAGE 1.50 3.66E-03 | 4.01E-03 | 3.31E-03 | 1.11E-03
1.75 3.56E-03 | 3.90E-03 | 3.22E-03 | 7.66E-04

2.00 3.63E-03 | 3.97E-03 | 3.28E-03 | 6.71E-04

Table C.11: Convergence - Breadth - Base Case - Number of Trials

Amplification | Number of Trials
1.00 1.55E+07
1.25 6.80E+06
1.50 5.18E+06
1.75 3.33E+06
2.00 3.12E+06
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Table C.12: Convergence - Breadth - Base Case - Likelihood & Variance

Machine Amplification | Likelihood | Upper Lower | Variance
1.00 3.60E-02 | 3.61E-02 | 3.59E-02 | 3.47E-02

1.25 3.60E-02 | 3.61E-02 | 3.59E-02 | 2.51E-02

FILES 1.50 3.60E-02 | 3.61E-02 | 3.58E-02 | 2.33E-02
1.75 3.60E-02 | 3.62E-02 | 3.58E-02 | 2.72E-02

2.00 3.60E-02 | 3.63E-02 | 3.58E-02 | 4.09E-02

1.00 2.32E-02 | 2.33E-02 | 2.31E-02 | 2.27E-02

1.25 2.32E-02 | 2.33E-02 | 2.31E-02 | 1.66E-02

DBO01 1.50 2.32E-02 | 2.33E-02 | 2.31E-02 | 1.56E-02
1.75 2.32E-02 | 2.33E-02 | 2.30E-02 | 1.84E-02

2.00 2.32E-02 | 2.34E-02 | 2.30E-02 | 2.83E-02

1.00 1.23E-02 | 1.24E-02 | 1.23E-02 | 1.22E-02

1.25 1.23E-02 | 1.24E-02 | 1.23E-02 | 8.90E-03

DB02 1.50 1.23E-02 | 1.24E-02 | 1.23E-02 | 8.28E-03
1.75 1.23E-02 | 1.24E-02 | 1.22E-02 | 9.65E-03

2.00 1.24E-02 | 1.25E-02 | 1.22E-02 | 1.45E-02

1.00 3.14E-05 | 3.42E-05 | 2.85E-05 | 3.14E-05

1.25 3.18E-05 | 3.48E-05 | 2.89E-05 | 1.50E-05

STORAGE 1.50 3.13E-05 | 3.41E-05 | 2.85E-05 | 9.31E-06
1.75 3.20E-05 | 3.50E-05 | 2.90E-05 | 7.59E-06

2.00 3.14E-05 | 3.45E-05 | 2.84E-05 | 7.29E-06

Table C.13: Convergence - Breadth - Modify Connection - Number of Trials

Amplification | Number of Trials
1.00 2.29E+07
1.25 1.12E+07
1.50 6.62E+06
1.75 5.33E+06
2.00 4.58E+06
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Table C.14: Convergence - Breadth - Modify Connection - Likelihood & Variance

Machine Amplification | Likelihood | Upper Lower | Variance
1.00 3.60E-02 | 3.61E-02 | 3.59E-02 | 3.47E-02

1.25 3.60E-02 | 3.61E-02 | 3.59E-02 | 2.51E-02

FILES 1.50 3.60E-02 | 3.61E-02 | 3.59E-02 | 2.33E-02
1.75 3.61E-02 | 3.62E-02 | 3.59E-02 | 2.72E-02

2.00 3.60E-02 | 3.62E-02 | 3.58E-02 | 4.10E-02

1.00 2.33E-02 | 2.33E-02 | 2.32E-02 | 2.27E-02

1.25 2.33E-02 | 2.33E-02 | 2.32E-02 | 1.67E-02

DBO01 1.50 2.32E-02 | 2.33E-02 | 2.32E-02 | 1.56E-02
1.75 2.33E-02 | 2.34E-02 | 2.31E-02 | 1.85E-02

2.00 2.33E-02 | 2.34E-02 | 2.31E-02 | 2.82E-02

1.00 1.23E-02 | 1.24E-02 | 1.23E-02 | 1.22E-02

1.25 1.23E-02 | 1.24E-02 | 1.23E-02 | 8.90E-03

DB02 1.50 1.24E-02 | 1.24E-02 | 1.23E-02 | 8.30E-03
1.75 1.23E-02 | 1.24E-02 | 1.22E-02 | 9.60E-03

2.00 1.23E-02 | 1.24E-02 | 1.22E-02 | 1.45E-02

1.00 2.01E-05 | 2.19E-05 | 1.82E-05 | 2.01E-05

1.25 1.98E-05 | 2.16E-05 | 1.79E-05 | 9.26E-06

STORAGE 1.50 2.01E-05 | 2.19E-05 | 1.82E-05 | 5.88E-06
1.75 1.99E-05 | 2.18E-05 | 1.80E-05 | 4.59E-06

2.00 1.97E-05 | 2.16E-05 | 1.77E-05 | 4.40E-06

Table C.15: Convergence - Breadth - Move Connection - Number of Trials

Amplification | Number of Trials
1.00 1.83E+07
1.25 8.03E+06
1.50 4.70E+06
1.75 3.33E+06
2.00 3.45E+06
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Table C.16: Convergence - Breadth - Move Connection - Likelihood & Variance

Machine Amplification | Likelihood | Upper Lower | Variance
1.00 3.60E-02 | 3.60E-02 | 3.59E-02 | 3.47E-02

1.25 3.59E-02 | 3.61E-02 | 3.58E-02 | 2.51E-02

FILES 1.50 3.60E-02 | 3.61E-02 | 3.58E-02 | 2.33E-02
1.75 3.60E-02 | 3.61E-02 | 3.58E-02 | 2.71E-02

2.00 3.59E-02 | 3.62E-02 | 3.57E-02 | 4.06E-02

1.00 2.32E-02 | 2.33E-02 | 2.31E-02 | 2.27E-02

1.25 2.32E-02 | 2.33E-02 | 2.31E-02 | 1.66E-02

DBO01 1.50 2.32E-02 | 2.33E-02 | 2.31E-02 | 1.56E-02
1.75 2.32E-02 | 2.34E-02 | 2.31E-02 | 1.85E-02

2.00 2.32E-02 | 2.34E-02 | 2.30E-02 | 2.83E-02

1.00 1.23E-02 | 1.24E-02 | 1.23E-02 | 1.22E-02

1.25 1.23E-02 | 1.24E-02 | 1.23E-02 | 8.89E-03

DB02 1.50 1.23E-02 | 1.24E-02 | 1.23E-02 | 8.29E-03
1.75 1.24E-02 | 1.25E-02 | 1.22E-02 | 9.64E-03

2.00 1.24E-02 | 1.25E-02 | 1.22E-02 | 1.46E-02

1.00 3.04E-05 | 3.30E-05 | 2.77E-05 | 3.04E-05

1.25 3.07E-05 | 3.35E-05 | 2.80E-05 | 1.46E-05

STORAGE 1.50 3.03E-05 | 3.31E-05 | 2.75E-05 | 9.10E-06
1.75 3.08E-05 | 3.37E-05 | 2.79E-05 | 7.21E-06

2.00 3.05E-05 | 3.34E-05 | 2.76E-05 | 7.28E-06

Table C.17: Convergence - Breadth - New Machine - Number of Trials

Amplification | Number of Trials
1.00 4.18E+07
1.25 1.81E+07
1.50 1.08E+07
1.75 8.23E+06
2.00 8.15E+06
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Table C.18: Convergence - Breadth - New Machine - Likelihood & Variance

Machine Amplification | Likelihood | Upper Lower | Variance
1.00 3.65E-02 | 3.65E-02 | 3.64E-02 | 3.51E-02

1.25 3.65E-02 | 3.65E-02 | 3.64E-02 | 2.54E-02

FILES 1.50 3.65E-02 | 3.66E-02 | 3.64E-02 | 2.35E-02
1.75 3.64E-02 | 3.66E-02 | 3.63E-02 | 2.74E-02

2.00 3.64E-02 | 3.66E-02 | 3.63E-02 | 4.12E-02

1.00 2.35E-02 | 2.35E-02 | 2.34E-02 | 2.29E-02

1.25 2.35E-02 | 2.35E-02 | 2.34E-02 | 1.68E-02

DBO01 1.50 2.35E-02 | 2.36E-02 | 2.34E-02 | 1.57E-02
1.75 2.35E-02 | 2.36E-02 | 2.34E-02 | 1.86E-02

2.00 2.35E-02 | 2.36E-02 | 2.34E-02 | 2.85E-02

1.00 1.25E-02 | 1.25E-02 | 1.24E-02 | 1.23E-02

1.25 1.25E-02 | 1.25E-02 | 1.24E-02 | 8.98E-03

DB02 1.50 1.25E-02 | 1.25E-02 | 1.24E-02 | 8.34E-03
1.75 1.25E-02 | 1.25E-02 | 1.24E-02 | 9.72E-03

2.00 1.25E-02 | 1.26E-02 | 1.24E-02 | 1.46E-02

1.00 1.26E-05 | 1.37E-05 | 1.14E-05 | 1.26E-05

1.25 1.23E-05 | 1.35E-05 | 1.12E-05 | 5.83E-06

STORAGE 1.50 1.24E-05 | 1.36E-05 | 1.12E-05 | 3.73E-06
1.75 1.23E-05 | 1.35E-05 | 1.11E-05 | 2.98E-06

2.00 1.22E-05 | 1.33E-05 | 1.10E-05 | 2.96E-06

Table C.19: Convergence - Breadth - Public to Private - Number of Trials

Amplification | Number of Trials
1.00 2.86E+07
1.25 1.37E+07
1.50 7.22E+06
1.75 5.78E+06
2.00 6.07E+06
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Table C.20: Convergence - Breadth - Public to Private - Likelihood & Variance

Machine Amplification | Likelihood | Upper Lower | Variance
1.00 4.54E-02 | 4.55E-02 | 4.53E-02 | 4.33E-02

1.25 4.54E-02 | 4.55E-02 | 4.53E-02 | 3.16E-02

FILES 1.50 4.54E-02 | 4.55E-02 | 4.53E-02 | 2.99E-02
1.75 4.54E-02 | 4.55E-02 | 4.52E-02 | 3.61E-02

2.00 4.54E-02 | 4.56E-02 | 4.52E-02 | 5.76E-02

1.00 2.90E-02 | 2.91E-02 | 2.90E-02 | 2.82E-02

1.25 2.90E-02 | 2.91E-02 | 2.89E-02 | 2.08E-02

DBO01 1.50 2.90E-02 | 2.91E-02 | 2.89E-02 | 1.99E-02
1.75 2.90E-02 | 2.92E-02 | 2.89E-02 | 2.43E-02

2.00 2.90E-02 | 2.92E-02 | 2.89E-02 | 3.93E-02

1.00 1.53E-02 | 1.54E-02 | 1.53E-02 | 1.51E-02

1.25 1.53E-02 | 1.54E-02 | 1.53E-02 | 1.11E-02

DBO02 1.50 1.54E-02 | 1.54E-02 | 1.53E-02 | 1.05E-02
1.75 1.53E-02 | 1.54E-02 | 1.53E-02 | 1.26E-02

2.00 1.53E-02 | 1.55E-02 | 1.52E-02 | 1.98E-02

1.00 1.87E-05 | 2.04E-05 | 1.70E-05 | 1.87E-05

1.25 1.91E-05 | 2.08E-05 | 1.74E-05 | 9.17E-06

STORAGE 1.50 1.89E-05 | 2.07E-05 | 1.72E-05 | 5.88E-06
1.75 1.88E-05 | 2.06E-05 | 1.70E-05 | 4.84E-06

2.00 1.88E-05 | 2.06E-05 | 1.70E-05 | 5.13E-06
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Table C.21: Static - Depth - Base Case - Likelihood & Variance

Machine Amplification | Likelihood | Upper Lower | Variance
1.00 2.06E-01 | 2.09E-01 | 2.02E-01 | 1.63E-01

1.25 2.06E-01 | 2.09E-01 | 2.03E-01 | 1.20E-01

FILES 1.50 2.06E-01 | 2.09E-01 | 2.03E-01 | 1.14E-01
1.75 2.06E-01 | 2.09E-01 | 2.03E-01 | 1.37E-01

2.00 2.07E-01 | 2.11E-01 | 2.03E-01 | 2.11E-01

1.00 6.45E-02 | 6.66E-02 | 6.23E-02 | 6.03E-02

1.25 6.48E-02 | 6.67E-02 | 6.29E-02 | 4.71E-02

DBO01 1.50 6.46E-02 | 6.65E-02 | 6.28E-02 | 4.47E-02
1.75 6.49E-02 | 6.69E-02 | 6.29E-02 | 5.22E-02

2.00 6.46E-02 | 6.71E-02 | 6.22E-02 | 7.67E-02

1.00 3.25E-02 | 3.41E-02 | 3.10E-02 | 3.15E-02

1.25 3.25E-02 | 3.38E-02 | 3.11E-02 | 2.30E-02

DB02 1.50 3.27E-02 | 3.40E-02 | 3.14E-02 | 2.12E-02
1.75 3.24E-02 | 3.38E-02 | 3.11E-02 | 2.33E-02

2.00 3.25E-02 | 3.41E-02 | 3.09E-02 | 3.30E-02

1.00 4.65E-03 | 5.25E-03 | 4.05E-03 | 4.63E-03

1.25 4.63E-03 | 5.05E-03 | 4.21E-03 | 2.28E-03

STORAGE 1.50 4.67E-03 | 5.00E-03 | 4.34E-03 | 1.40E-03
1.75 4.63E-03 | 491E-03 | 4.36E-03 | 9.91E-04

2.00 4.62E-03 | 4.87E-03 | 4.37E-03 | 8.24E-04
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Table C.22: Static - Depth - Modify Connection - Likelihood & Variance

Machine Amplification | Likelihood | Upper Lower | Variance
1.00 2.06E-01 | 2.10E-01 | 2.02E-01 | 1.64E-01

1.25 2.07E-01 | 2.10E-01 | 2.04E-01 | 1.21E-01

FILES 1.50 2.07E-01 | 2.09E-01 | 2.04E-01 | 1.14E-01
1.75 2.06E-01 | 2.09E-01 | 2.03E-01 | 1.37E-01

2.00 2.06E-01 | 2.10E-01 | 2.02E-01 | 2.07E-01

1.00 7.44E-02 | 7.67E-02 | 7.21E-02 | 6.89E-02

1.25 7.44E-02 | 7.64E-02 | 7.24E-02 | 5.20E-02

DBO01 1.50 7.44E-02 | 7.63E-02 | 7.25E-02 | 4.83E-02
1.75 7.47E-02 | 7.68E-02 | 7.26E-02 | 5.55E-02

2.00 7.47E-02 | 7.72E-02 | 7.22E-02 | 8.12E-02

1.00 3.24E-02 | 3.40E-02 | 3.09E-02 | 3.14E-02

1.25 3.24E-02 | 3.37E-02 | 3.11E-02 | 2.29E-02

DBO02 1.50 3.24E-02 | 3.36E-02 | 3.11E-02 | 2.09E-02
1.75 3.25E-02 | 3.39E-02 | 3.12E-02 | 2.33E-02

2.00 3.25E-02 | 3.41E-02 | 3.09E-02 | 3.25E-02

1.00 1.59E-03 1.94E-03 | 1.24E-03 | 1.59E-03

1.25 1.58E-03 1.82E-03 | 1.34E-03 | 7.74E-04

STORAGE 1.50 1.61E-03 1.80E-03 | 1.42E-03 | 4.76E-04
1.75 1.56E-03 1.72E-03 | 1.40E-03 | 3.30E-04

2.00 1.58E-03 1.73E-03 | 1.44E-03 | 2.78E-04
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Table C.23: Static - Depth - Move Connection - Likelihood & Variance

Machine Amplification | Likelihood | Upper Lower | Variance
1.00 2.07E-01 | 2.11E-01 | 2.04E-01 | 1.64E-01

1.25 2.08E-01 | 2.11E-01 | 2.04E-01 | 1.20E-01

FILES 1.50 2.07E-01 | 2.10E-01 | 2.04E-01 | 1.14E-01
1.75 2.07E-01 | 2.10E-01 | 2.04E-01 | 1.36E-01

2.00 2.07E-01 | 2.11E-01 | 2.03E-01 | 2.11E-01

1.00 6.46E-02 | 6.68E-02 | 6.25E-02 | 6.04E-02

1.25 6.47E-02 | 6.66E-02 | 6.28E-02 | 4.69E-02

DBO01 1.50 6.46E-02 | 6.64E-02 | 6.27E-02 | 4.45E-02
1.75 6.48E-02 | 6.68E-02 | 6.28E-02 | 5.16E-02

2.00 6.51E-02 | 6.75E-02 | 6.27E-02 | 7.51E-02

1.00 3.33E-02 | 3.49E-02 | 3.17E-02 | 3.22E-02

1.25 3.30E-02 | 3.44E-02 | 3.17E-02 | 2.32E-02

DB02 1.50 3.31E-02 | 3.44E-02 | 3.18E-02 | 2.11E-02
1.75 3.30E-02 | 3.43E-02 | 3.16E-02 | 2.31E-02

2.00 3.28E-02 | 3.44E-02 | 3.13E-02 | 3.18E-02

1.00 444E-03 | 5.02E-03 | 3.85E-03 | 4.42E-03

1.25 4.53E-03 | 494E-03 | 4.11E-03 | 2.24E-03

STORAGE 1.50 445E-03 | 4.77E-03 | 4.13E-03 | 1.35E-03
1.75 4 48E-03 | 4.75E-03 | 4.20E-03 | 9.76E-04

2.00 4.50E-03 | 4.75E-03 | 4.25E-03 | 8.20E-04

95




Table C.24: Static - Depth - New Machine - Likelihood & Variance

Machine Amplification | Likelihood | Upper Lower | Variance
1.00 2.07E-01 | 2.10E-01 | 2.03E-01 | 1.64E-01

1.25 2.06E-01 | 2.09E-01 | 2.03E-01 | 1.20E-01

FILES 1.50 2.06E-01 | 2.09E-01 | 2.03E-01 | 1.13E-01
1.75 2.07E-01 | 2.10E-01 | 2.03E-01 | 1.37E-01

2.00 2.07E-01 | 2.11E-01 | 2.02E-01 | 2.10E-01

1.00 6.46E-02 | 6.68E-02 | 6.25E-02 | 6.05E-02

1.25 6.46E-02 | 6.65E-02 | 6.27E-02 | 4.70E-02

DBO01 1.50 6.48E-02 | 6.66E-02 | 6.29E-02 | 4.49E-02
1.75 6.46E-02 | 6.66E-02 | 6.26E-02 | 5.16E-02

2.00 6.44E-02 | 6.68E-02 | 6.20E-02 | 7.58E-02

1.00 3.27E-02 | 3.42E-02 | 3.11E-02 | 3.16E-02

1.25 3.25E-02 | 3.38E-02 | 3.11E-02 | 2.29E-02

DB02 1.50 3.29E-02 | 3.41E-02 | 3.16E-02 | 2.12E-02
1.75 3.26E-02 | 3.39E-02 | 3.13E-02 | 2.30E-02

2.00 3.29E-02 | 3.45E-02 | 3.13E-02 | 3.27E-02

1.00 3.31E-03 | 3.81E-03 | 2.81E-03 | 3.30E-03

1.25 3.32E-03 | 3.67E-03 | 2.96E-03 | 1.62E-03

STORAGE 1.50 3.26E-03 | 3.53E-03 | 2.99E-03 | 9.63E-04
1.75 3.34E-03 | 3.58E-03 | 3.11E-03 | 7.11E-04

2.00 3.29E-03 | 3.50E-03 | 3.08E-03 | 5.77E-04
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Table C.25: Static - Depth - Public to Private - Likelihood & Variance

Machine Amplification | Likelihood | Upper Lower | Variance
1.00 2.29E-01 | 2.33E-01 | 2.26E-01 | 1.77E-01

1.25 2.30E-01 | 2.33E-01 | 2.27E-01 | 1.30E-01

FILES 1.50 2.30E-01 | 2.33E-01 | 2.27E-01 | 1.25E-01
1.75 2.30E-01 | 2.33E-01 | 2.26E-01 | 1.55E-01

2.00 2.30E-01 | 2.34E-01 | 2.26E-01 | 2.52E-01

1.00 7.26E-02 | 7.48E-02 | 7.03E-02 | 6.73E-02

1.25 7.26E-02 | 7.46E-02 | 7.06E-02 | 5.25E-02

DBO01 1.50 7.27E-02 | 7.47E-02 | 7.08E-02 | 5.05E-02
1.75 7.24E-02 | 7.45E-02 | 7.02E-02 | 5.91E-02

2.00 7.24E-02 | 7.50E-02 | 6.97E-02 | 8.99E-02

1.00 3.60E-02 | 3.76E-02 | 3.44E-02 | 3.47E-02

1.25 3.62E-02 | 3.76E-02 | 3.48E-02 | 2.57E-02

DB02 1.50 3.61E-02 | 3.75E-02 | 3.48E-02 | 2.36E-02
1.75 3.62E-02 | 3.76E-02 | 3.47E-02 | 2.71E-02

2.00 3.62E-02 | 3.79E-02 | 3.44E-02 | 3.91E-02

1.00 3.63E-03 | 4.16E-03 | 3.10E-03 | 3.62E-03

1.25 3.62E-03 | 3.99E-03 | 3.25E-03 | 1.79E-03

STORAGE 1.50 3.61E-03 | 3.90E-03 | 3.32E-03 | 1.09E-03
1.75 3.65E-03 | 3.90E-03 | 3.40E-03 | 7.96E-04

2.00 3.58E-03 | 3.81E-03 | 3.36E-03 | 6.58E-04
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Table C.26: Static - Breadth - Base Case - Likelihood & Varia

1NnCe

Machine Amplification | Likelihood | Upper Lower | Variance
1.00 3.60E-02 | 3.62E-02 | 3.58E-02 | 3.47E-02

1.25 3.60E-02 | 3.62E-02 | 3.59E-02 | 2.51E-02

FILES 1.50 3.60E-02 | 3.62E-02 | 3.59E-02 | 2.33E-02
1.75 3.60E-02 | 3.62E-02 | 3.58E-02 | 2.72E-02

2.00 3.60E-02 | 3.62E-02 | 3.58E-02 | 4.10E-02

1.00 2.32E-02 | 2.34E-02 | 2.31E-02 | 2.27E-02

1.25 2.32E-02 | 2.33E-02 | 2.31E-02 | 1.66E-02

DBO01 1.50 2.32E-02 | 2.34E-02 | 2.31E-02 | 1.56E-02
1.75 2.32E-02 | 2.33E-02 | 2.31E-02 | 1.84E-02

2.00 2.32E-02 | 2.34E-02 | 2.31E-02 | 2.83E-02

1.00 1.23E-02 | 1.24E-02 | 1.22E-02 | 1.22E-02

1.25 1.23E-02 | 1.24E-02 | 1.22E-02 | 8.90E-03

DB02 1.50 1.23E-02 | 1.24E-02 | 1.22E-02 | 8.28E-03
1.75 1.23E-02 | 1.24E-02 | 1.22E-02 | 9.62E-03

2.00 1.23E-02 | 1.25E-02 | 1.22E-02 | 1.45E-02

1.00 3.15E-05 | 3.70E-05 | 2.60E-05 | 3.15E-05

1.25 3.14E-05 | 3.51E-05 | 2.76E-05 | 1.47E-05

STORAGE 1.50 3.09E-05 | 3.38E-05 | 2.79E-05 | 9.04E-06
1.75 3.16E-05 | 3.43E-05 | 2.89E-05 | 7.48E-06

2.00 3.14E-05 | 3.41E-05 | 2.87E-05 | 7.68E-06
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Table C.27: Static - Breadth - Modify Connection - Likelihood & Variance

Machine Amplification | Likelihood | Upper Lower | Variance
1.00 3.60E-02 | 3.62E-02 | 3.58E-02 | 3.47E-02

1.25 3.60E-02 | 3.62E-02 | 3.59E-02 | 2.51E-02

FILES 1.50 3.60E-02 | 3.62E-02 | 3.59E-02 | 2.33E-02
1.75 3.60E-02 | 3.62E-02 | 3.58E-02 | 2.71E-02

2.00 3.60E-02 | 3.62E-02 | 3.58E-02 | 4.11E-02

1.00 2.33E-02 | 2.34E-02 | 2.31E-02 | 2.27E-02

1.25 2.33E-02 | 2.34E-02 | 2.31E-02 | 1.66E-02

DBO01 1.50 2.33E-02 | 2.34E-02 | 2.31E-02 | 1.56E-02
1.75 2.32E-02 | 2.34E-02 | 2.31E-02 | 1.84E-02

2.00 2.33E-02 | 2.34E-02 | 2.31E-02 | 2.83E-02

1.00 1.23E-02 | 1.25E-02 | 1.22E-02 | 1.22E-02

1.25 1.23E-02 | 1.24E-02 | 1.22E-02 | 8.89E-03

DBO02 1.50 1.23E-02 | 1.24E-02 | 1.23E-02 | 8.29E-03
1.75 1.23E-02 | 1.24E-02 | 1.22E-02 | 9.62E-03

2.00 1.23E-02 | 1.25E-02 | 1.22E-02 | 1.44E-02

1.00 1.99E-05 | 2.42E-05 | 1.55E-05 | 1.99E-05

1.25 1.94E-05 | 2.24E-05 | 1.65E-05 | 9.07E-06

STORAGE 1.50 2.03E-05 | 2.27E-05 | 1.79E-05 | 5.93E-06
1.75 1.96E-05 | 2.17E-05 | 1.76E-05 | 4.47E-06

2.00 2.01E-05 | 2.21E-05 | 1.80E-05 | 4.59E-06
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Table C.28: Static - Breadth - Move Connection - Likelihood & Variance

Machine Amplification | Likelihood | Upper Lower | Variance
1.00 3.60E-02 | 3.62E-02 | 3.58E-02 | 3.47E-02

1.25 3.60E-02 | 3.61E-02 | 3.58E-02 | 2.51E-02

FILES 1.50 3.60E-02 | 3.61E-02 | 3.58E-02 | 2.33E-02
1.75 3.60E-02 | 3.61E-02 | 3.58E-02 | 2.71E-02

2.00 3.60E-02 | 3.62E-02 | 3.58E-02 | 4.10E-02

1.00 2.32E-02 | 2.33E-02 | 2.30E-02 | 2.26E-02

1.25 2.32E-02 | 2.33E-02 | 2.31E-02 | 1.66E-02

DBO01 1.50 2.32E-02 | 2.33E-02 | 2.31E-02 | 1.56E-02
1.75 2.32E-02 | 2.33E-02 | 2.31E-02 | 1.84E-02

2.00 2.32E-02 | 2.34E-02 | 2.30E-02 | 2.85E-02

1.00 1.24E-02 | 1.25E-02 | 1.23E-02 | 1.22E-02

1.25 1.23E-02 | 1.24E-02 | 1.23E-02 | 8.90E-03

DB02 1.50 1.24E-02 | 1.24E-02 | 1.23E-02 | 8.29E-03
1.75 1.24E-02 | 1.24E-02 | 1.23E-02 | 9.67E-03

2.00 1.23E-02 | 1.25E-02 | 1.22E-02 | 1.44E-02

1.00 3.02E-05 | 3.56E-05 | 2.48E-05 | 3.02E-05

1.25 3.06E-05 | 3.44E-05 | 2.69E-05 | 1.46E-05

STORAGE 1.50 3.03E-05 | 3.33E-05 | 2.74E-05 | 9.12E-06
1.75 3.06E-05 | 3.33E-05 | 2.80E-05 | 7.33E-06

2.00 3.06E-05 | 3.32E-05 | 2.80E-05 | 7.16E-06
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Table C.29: Static - Breadth - New Machine - Likelihood & Variance

Machine Amplification | Likelihood | Upper Lower | Variance
1.00 3.65E-02 | 3.67E-02 | 3.63E-02 | 3.51E-02

1.25 3.65E-02 | 3.66E-02 | 3.63E-02 | 2.54E-02

FILES 1.50 3.65E-02 | 3.66E-02 | 3.63E-02 | 2.35E-02
1.75 3.65E-02 | 3.66E-02 | 3.63E-02 | 2.74E-02

2.00 3.64E-02 | 3.66E-02 | 3.62E-02 | 4.11E-02

1.00 2.35E-02 | 2.37E-02 | 2.34E-02 | 2.30E-02

1.25 2.35E-02 | 2.36E-02 | 2.34E-02 | 1.68E-02

DBO01 1.50 2.35E-02 | 2.36E-02 | 2.34E-02 | 1.57E-02
1.75 2.35E-02 | 2.37E-02 | 2.34E-02 | 1.86E-02

2.00 2.35E-02 | 2.37E-02 | 2.34E-02 | 2.86E-02

1.00 1.25E-02 | 1.26E-02 | 1.24E-02 | 1.23E-02

1.25 1.25E-02 | 1.26E-02 | 1.24E-02 | 8.98E-03

DB02 1.50 1.25E-02 | 1.26E-02 | 1.24E-02 | 8.33E-03
1.75 1.25E-02 | 1.26E-02 | 1.24E-02 | 9.70E-03

2.00 1.25E-02 | 1.26E-02 | 1.24E-02 | 1.46E-02

1.00 1.14E-05 | 1.47E-05 | 8.11E-06 | 1.14E-05

1.25 1.23E-05 | 1.46E-05 | 9.90E-06 | 5.80E-06

STORAGE 1.50 1.27E-05 | 1.46E-05 | 1.08E-05 | 3.78E-06
1.75 1.20E-05 | 1.37E-05 | 1.04E-05 | 2.85E-06

2.00 1.24E-05 | 1.41E-05 | 1.07E-05 | 3.14E-06
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Table C.30: Static - Breadth - Public to Private - Likelihood & Variance

Machine Amplification | Likelihood | Upper Lower | Variance
1.00 4.54E-02 | 4.56E-02 | 4.52E-02 | 4.33E-02

1.25 4.54E-02 | 4.55E-02 | 4.52E-02 | 3.16E-02

FILES 1.50 4.54E-02 | 4.55E-02 | 4.52E-02 | 2.99E-02
1.75 4.54E-02 | 4.56E-02 | 4.52E-02 | 3.61E-02

2.00 4.54E-02 | 4.56E-02 | 4.52E-02 | 5.79E-02

1.00 2.90E-02 | 2.92E-02 | 2.89E-02 | 2.82E-02

1.25 2.90E-02 | 2.92E-02 | 2.89E-02 | 2.08E-02

DBO01 1.50 2.90E-02 | 2.92E-02 | 2.89E-02 | 1.99E-02
1.75 2.90E-02 | 2.92E-02 | 2.89E-02 | 2.43E-02

2.00 2.90E-02 | 2.92E-02 | 2.89E-02 | 3.92E-02

1.00 1.53E-02 | 1.55E-02 | 1.52E-02 | 1.51E-02

1.25 1.53E-02 | 1.54E-02 | 1.52E-02 | 1.11E-02

DB02 1.50 1.54E-02 | 1.55E-02 | 1.53E-02 | 1.05E-02
1.75 1.53E-02 | 1.54E-02 | 1.52E-02 | 1.26E-02

2.00 1.53E-02 | 1.55E-02 | 1.52E-02 | 1.97E-02

1.00 1.90E-05 | 2.33E-05 | 1.47E-05 | 1.90E-05

1.25 1.87E-05 | 2.16E-05 | 1.57E-05 | 8.93E-06

STORAGE 1.50 1.87E-05 | 2.11E-05 | 1.64E-05 | 5.79E-06
1.75 1.92E-05 | 2.14E-05 | 1.70E-05 | 4.92E-06

2.00 1.89E-05 | 2.11E-05 | 1.67E-05 | 5.15E-06
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